
IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division 
 

 
DXC TECHNOLOGY COMPANY, a 
Nevada corporation, 

  Plaintiff, 

v. 

JOHN DOES 1-2, 
 

  Defendants.      

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
)
)
) 
) 

 
 
 
 
 
      
 
Civil Action No:   
 
  
FILED UNDER SEAL PURSUANT TO 
LOCAL RULE 5 

 
DECLARATION OF MATTHEW B. WELLING IN SUPPORT OF DXC’S  

APPLICATION FOR AN EX PARTE TEMPORARY RESTRAINING ORDER AND 
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION 

 I, Matthew B. Welling, hereby declare and state as follows: 

1. I am an attorney with the law firm of Crowell & Moring LLP (“Crowell”), 

and counsel of record for Plaintiff DXC Technology Company.  I make this declaration in 

support of DXC’s Application for an Emergency Ex Parte Temporary Restraining Order and 

Order to Show Cause Re Preliminary Injunction (“TRO Application”).  I make this 

declaration of my own personal knowledge and, if called as a witness, I could and would 

testify competently to the truth of the matters set forth herein.      

I. PARTIES 

2. DXC seeks an Emergency Ex Parte Temporary Restraining Order And Order 

To Show Cause Re Preliminary Injunction to disable the Internet domains used by 

Defendants John Does 1 – 2 (“Defendants”) to engage in a coordinated attack on some of 

DXC’s products.  There was significant orchestration in the execution of the attack.  The 
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attack targeted DXC’s products and apparently was intended to steal information from its 

products and to potentially distribute other forms of malware to hosts on the networks 

connected to the targeted firewalls. 

3. As counsel of record for DXC, I am aware of previous efforts to disable other 

types of unlawful Internet activity.    

4. Based on my previous experience with similar cybercriminal defendants that 

conduct their operations using an online command and control infrastructure consisting of a 

set of websites and domains, ex parte relief is necessary, as notice to Defendants would 

allow them to destroy the evidence of their illicit activity and give them an opportunity to 

move the instrumentalities they used to conduct their unlawful activity.  This would render 

the further prosecution of this matter futile.     

5. DXC’s counsel has not attempted to provide notice of the TRO Application to 

Defendants, and should not be required to provide notice at this time.  I respectfully submit 

that good and sufficient reasons exist for this TRO Application to be made by Order to Show 

Cause in lieu of by notice of motion.     

6. DXC has identified certain Internet domains as part of the command and 

control infrastructure.  The domains associated with the command and control infrastructure 

and the contact information for registrants of the domains are set forth at Appendix A to the 

Complaint.  A true and correct copy of Appendix A to the Complaint is attached hereto as 

Exhibit 1. 

7. I understand that DXC’s Senior Vice President and General Manager of 

Security Mark Hughes worked to determine the true identities of Defendants.  On 

information and belief, the information provided by Defendants when registering their 
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domains is false.  Based on my prior experience, it is likely that further contact information 

has been provided by Defendants to the hosting companies and Internet domain name 

registrars during the domain name registration and maintenance process.  This information 

may include individual and entity names, physical addresses, email addresses, facsimile 

numbers, and telephone numbers.  

8. To the extent Defendants have provided such information, the information 

most likely to be accurate are email addresses as, upon information and belief, such are 

necessary to register Internet domains and associated infrastructure.  It is more likely that the 

email addresses exist and are functional than it is likely that the personal names and physical 

addresses are correct or accurate.  I conclude this in part based on the fact that when 

registrants set up Internet domains and associated infrastructure they must receive 

confirmation from the Internet domain registrars or hosting companies via email in order to 

utilize and access the Internet domains and associated IP addresses.  Other contact 

information, such as physical address information, is more likely to be false.  I base this 

conclusion, in part, on past experiences relating to botnets in which IP address or domain 

registration name, address and telephone number were determined to be fraudulent or stolen, 

but the email address provided by defendants was, in fact, associated with them.  Further 

supporting this conclusion, in May 2010, the Internet Corporation for Assigned Names and 

Numbers (“ICANN”)—an organization that administers the domain name system—issued a 

study indicating the ease with which name and physical mailing addresses for domain 

registrations may be falsified.  Attached hereto as Exhibit 2 is a true and correct copy of the 

ICANN’s May 2010 study, “WHOIS Proxy/Privacy Service Abuse – Definition.” 

9. Based on my prior experience and from DXC’s research, I believe that the 
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most reliable contact information for effecting communication with Defendants are email 

addresses that have been discovered to be associated with Defendants domains or IP 

addresses, and the contact information, particularly email addresses, in possession of the 

Internet domain registrars or hosting companies.  From my research, I conclude that such 

contact information is likely to be valid, as it is necessary to obtain Internet domain names or 

web hosting service.  Upon provision of such contact information by the Internet domain 

registrars and web hosting companies to DXC, notice of this proceeding and service of 

process may be attempted using such contact information.  Through my research, I have not 

discovered any other information that would enable, at this point, further identification of or 

contact with Defendants other than that in the possession of these companies. 

II. NOTICE AND SERVICE OF PROCESS 

A. DXC Has Robust Plans To Provide Notice 

10. On behalf of DXC, Crowell will attempt notice of any TRO and preliminary 

injunction hearing, as well as service of the Complaint by sending the pleadings and/or links 

to the pleadings to e-mail addresses, facsimile numbers and mailing addresses associated 

with Defendants or otherwise provided by Defendants to the Internet domain registrars and 

IP address hosting companies. 

11. On behalf of DXC, Crowell will attempt notice of any TRO, preliminary 

injunction hearing and service of the Complaint by publishing those pleadings on a publicly 

accessible website located at:  https://www.DXClegalnotice.com.  Crowell will publish such 

notice on the website for a period of six months.  The following information will be made 

available on the website: 

a. The information contained in the case caption and the content of the 
summons. 
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b. The following summary statement of the object of the complaint and the 
demand for relief:  “Plaintiff DXC Technology Company has sued 
Defendants John Does 1-2 associated with the Internet domains listed in 
the documents attached herein.  DXC alleges that Defendants have 
violated Federal and state law by hosting a cybercriminal operation 
through these Internet domains, causing unlawful intrusion into DXC’s 
computers and intellectual property violations to the injury of DXC.  DXC 
seeks a preliminary injunction directing the registries associated with 
these Internet domains to transfer control of them to DXC and to take 
steps to prevent Defendants from accessing these domains.  DXC seeks a 
permanent injunction, other equitable relief and damages.  Full copies of 
the pleading documents are available at 
https://www.DXClegalnotice.com.” 

c. The date of first publication. 

d. The following text:  “NOTICE TO DEFENDANT:  READ THESE 
PAPERS CAREFULLY!  You must “appear” in this case or the other side 
will win automatically.  To “appear” you must file with the court a legal 
document called a “motion” or “answer.”  The “motion” or “answer” must 
be given to the court clerk or administrator within 21 days of the date of 
first publication specified herein.  It must be in proper form and have 
proof of service on the DXC’s attorneys, Gabriel M. Ramsey at Crowell 
& Moring, 3 Embarcadero Center, 26th Floor, San Francisco, CA 94111.  
If you have questions, you should consult with your own attorney 
immediately.” 

12. On behalf of DXC, Crowell will serve each of the Internet domain registries 

listed at Appendix A to the Complaint with all copies of all documents served on 

Defendants. 

13. On behalf of DXC, Crowell will also attempt notice of any TRO and 

preliminary injunction hearing, as well as service of the complaint by personal delivery on 

any Defendant in this case that has provided existing physical addresses in the United States. 

14. On behalf of DXC, Crowell will prepare Requests for Service Abroad of 

Judicial or Extrajudicial Documents to attempt notice of any TRO and preliminary injunction 

hearing, as well as service of the Complaint on any Defendants in this case that have 

provided contact information in foreign countries that are signatories to the Hague 
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Convention on Service Abroad or any similar treaty, and will comply with the requirements 

of those treaties.  Upon entry of any TRO, Crowell will execute and deliver these documents 

to the appropriate Central Authority and request, pursuant to the Hague Convention or 

similar treaty, that the Central Authority deliver these documents to the contact information 

provided by Defendants.  I am informed, and therefore believe, that notice of the preliminary 

injunction hearing and service of the Complaint could take approximately three to six 

months or longer through this process. 

B. Notice Under ICANN Domain Name Registration Policies 

15. Attached hereto as Exhibit 3 is a true and correct copy of a document 

describing ICANN’s role.  Exhibit 3 reflects the following: ICANN is a not-for-profit 

partnership formed in 1998.  ICANN coordinates domain names and IP addresses (unique 

identifying numbers for computers throughout the world), which enables the operation of the 

global Internet.  ICANN’s responsibilities include running an accreditation system for 

domain name “registrars.”  Domain name registrars enter into arrangements with individual 

“registrants” who wish to register particular domain names.  ICANN has a contractual 

relationship with all accredited registrars that set forth the registrars’ obligations.  The 

purpose of the requirements of ICANN’s accreditation agreements with registrars is to 

provide a consistent and stable environment for the domain name system, and hence the 

Internet. 

16. A true and correct copy of the 2013 ICANN Registrar Accreditation Agreement 

between ICANN and domain name registrars is attached hereto as Exhibit 4. 

17. The following summarizes provisions set forth in the ICANN accreditation 

agreements with registrars at Exhibit 4.   
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ICANN Requires That Registrants Agree To Provide Accurate Contact Information 

18. Section 3.7.7.1 of the accreditation agreement provides that domain registrants 

will provide the registrar accurate and reliable contact information.  In particular, the domain 

name registrant: 

“shall provide to Registrar accurate and reliable contact details and 
correct and update them within seven (7) days of any change 
during the term of the Registered Name registration, including: the 
full name, postal address, e-mail address, voice telephone number, 
and fax number if available of the Registered Name Holder; name 
of authorized person for contact purposes in the case of an 
Registered Name Holder that is an organization, association, or 
corporation….” 

19. Section 3.7.7.2 of the accreditation agreement provides that if the registrant fails 

to respond for over 15 days to a registrar’s inquiry about inaccurate contact information, the 

domain may be cancelled.  In particular, the domain name registrant’s: 

“willful provision of inaccurate or unreliable information, its 
willful failure to update information provided to Registrar within 
seven (7) days of any change, or its failure to respond for over 
fifteen (15) days to inquiries by Registrar concerning the accuracy 
of contact details associated with the Registered Name Holder’s 
registration shall constitute a material breach of the Registered 
Name Holder-registrar contract and be a basis for suspension 
and/or cancellation of the Registered Name registration.”  

ICANN Requires That Registrants Agree To A Dispute Resolution Policy Under Which 
Notice Is Given By Sending The Complaint To The Registrant’s Contact Information 

20. Section 3.8 of the accreditation agreement provides that registrars shall require 

registrants to agree to the Uniform Domain Name Dispute Resolution Policy (“UDRP”).  The 

UDRP is a policy between a registrar and its customer and is included in registration agreements 

for all ICANN-accredited registrars.  Attached hereto as Exhibit 5 is a true and correct copy of 

the UDRP. 

21. As part of the registrant’s agreement to the UDRP, the registrant agrees to the 
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Rules for Uniform Domain Name Dispute Resolution Policy (“Rules”).  Attached hereto as 

Exhibit 6 is a true and correct copy of the Rules. 

22. Pursuant to the Rules, “Written Notice” of a complaint regarding a domain 

requires electronic transmittal of the complaint to a domain registrant and hardcopy notification 

that the complaint was sent by electronic means.  In particular, “Written Notice” is defined as: 

“hardcopy notification by the Provider to the Respondent of the 
commencement of an administrative proceeding under the Policy 
which shall inform the respondent that a complaint has been filed 
against it, and which shall state that the Provider has electronically 
transmitted the complaint including any annexes to the Respondent 
by the means specified herein.  Written notice does not include a 
hardcopy of the complaint itself or any annexes.” 

23. Pursuant to the Rules, notice of a complaint may be achieved by the registrar 

forwarding the complaint to the postal address, facsimile number and e-mail addresses of the 

domain registrant.  In particular, the Rules define the procedure for providing notice as follows: 

“(a) When forwarding a complaint, including any annexes, 
electronically to the Respondent, it shall be the Provider’s 
responsibility to employ reasonably available means calculated to 
achieve actual notice to Respondent.  Achieving actual notice, or 
employing the following measures to do so, shall discharge this 
responsibility: 

 (i) sending Written Notice of the complaint to all postal-
mail and facsimile addresses (A) shown in the domain name’s 
registration data in Registrar’s Whois database for the registered 
domain-name holder, the technical contact, and the administrative 
contact and (B) supplied by Registrar to the Provider for the 
registration’s billing contact; and 

 (ii) sending the complaint, including any annexes, in 
 electronic form by e-mail to: 

  (A) the e-mail addresses for those technical,   
  administrative and billing contacts;  

  (B) postmaster@<the contested domain name>; and 

  (C) if the domain name (or “www.” followed by the 
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  domain name) resolves to an active web page other  
  than a generic page the Provider concludes is  
  maintained by a registrar or ISP for parking   
  domain-names registered by multiple domain-name  
  holders), any e-mail address shown or e-mail links  
  on that web page; and 

 (iii) sending the complaint, including any annexes, to any 
e-mail address the Respondent has notified the Provider it prefers 
and, to the extent practicable, to all other e-mail addresses 
provided to the Provider by Complainant...”  

24. The effect of the UDRP and the Rules is that domain name registrants agree that 

notice of a complaint relating to their domains may be provided by the foregoing means, 

including by sending the complaint to postal, facsimile and email addresses provided by 

registrants. 

ICANN Requires That Registrants Agree That Domains May Be Suspended Or Cancelled 
Pursuant To The Dispute Resolution Policy 

25. Section 3.7.7.11 of the accreditation agreement provides that registrars shall 

require that a domain name registrant “shall agree that its registration of the Registered Name 

shall be subject to suspension, cancellation, or transfer” pursuant to ICANN’s policies for the 

resolution of disputes concerning domain names. 

ICANN Requires That Registrants Agree Not To Use Domains In An Illegal Manner 

26. Under Section 2 of the UDRP, the domain registrant agrees that: 

“By applying to register a domain name, or by asking us to 
maintain or renew a domain name registration, you hereby 
represent and warrant to us that (a) the statements that you made in 
your Registration Agreement are complete and accurate; (b) to 
your knowledge, the registration of the domain name will not 
infringe upon or otherwise violate the rights of any third party; (c) 
you are not registering the domain for an unlawful purpose; and (d) 
you will not knowingly use the domain name in violation of any 
applicable laws or regulations.  It is your responsibility to 
determine whether your domain name registration infringes or 
violates someone else’s rights.” 



10 
 

27. Similarly, section 3.7.7.9 of the accreditation agreement provides that the 

domain name registrant “shall represent that, to the best of the Registered Name Holder’s 

knowledge and belief, neither the registration of the Registered Name nor the manner in 

which it is directly or indirectly used infringes the legal rights of any third party.” 

The Defendants’ Internet Domain Registrars Send Account-Related Information To 
Customer-Provided Contacts 

28. The terms of service for Internet domain registrars used by Defendants 

provide that their customers must provide contact information, including the email address, 

postal address, and a valid telephone number where they can reach their customers.  These 

Internet domain registrars further provide that they may contact their respective customers 

based on the information provided by that customer.  For example, 

PublicDomainRegistry.com’s (“PDR’s”) Domain Name Registration Agreement, available at 

https://publicdomainregistry.com/legal/#dra, includes such provisions.  A true and correct 

copy of PDR’s Domain Name Registration Agreement is attached hereto as Exhibit 7.   

29. Based on my past experience and my research of third parties that Defendants 

use to provide domain name services, the other third party Internet hosting companies and 

Internet domain name registrars require that similar contact information be provided.   

The Defendants’ Internet Domain Name Registrars’ Terms Of Service Prohibit 
Customers From Using Services In An Illegal Manner 

30. The Internet domain registrars’ terms of service prohibit customers, including 

Defendants, from using the services in an illegal manner, and customer accounts may be 

terminated for violation of those terms.  For example, pursuant to Section 6 of PDR’s 

agreement, Defendants agreed that, among other conduct, it would not use the registered 

domain in a manner that involves activities: 

a. “harm, abuse, threaten, or harass third parties” 
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b. “violate state or federal laws of the United States and/or foreign 

territories” 

c. “are tortious” or “invasive of a third party’s privacy” 

d. “relate to or transmit viruses, Trojan Horses, access codes, backdoors, 

worms, time bombs, or any other code, routine, mechanism, device or item that corrupts, 

damages, impairs, interferes with, intercepts or misappropriates any software, hardware, 

firmware, network, system, data, or personally identifiable information.” 

31. Section 6 of PDR’s agreement also provides that it may suspend or cancel its 

customer’s services if that customer has been found to engage in prohibited conduct.  Based 

on my past experience and my current research of other Internet domain registrars and 

hosting companies, and on information and belief, the other Internet domain registrars and 

hosting companies used by Defendants prohibit similar unlawful conduct. 

III. OTHER AUTHORITY AND EVIDENCE 

32. Attached hereto as Exhibit 8 is a true and correct copy of the June 2, 2009 Ex 

Parte Temporary Restraining Order and Order to Show Cause in the matter FTC v. 

Pricewert LLC et al., Case No. 09-2407 (N.D. Cal. 2009) (Whyte J.). 

33. Attached hereto as Exhibit 9 is a true and correct copy of the June 15, 2009 

Preliminary Injunction in the matter FTC v. Pricewert LLC et al., Case No. 09-2407 (N.D. 

Cal. 2009) (Whyte J.). 

34. Attached hereto as Exhibit 10 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order to Show Cause in the matter of Microsoft v. John 

Does 1-2, Case No. 19-cv-01582 (E.D. Va. 2019) (O’Grady,  J.). 

35. Attached hereto as Exhibit 11 is a true and correct copy of the Ex Parte 
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Temporary Restraining Order and Order to Show Cause in the matter of Sophos v. John Does 

1-2, Case No. 20-cv-502 (E.D. Va. 2020) (O’Grady,  J.). 

 I declare under penalty of perjury under the laws of the United States of America that 

the foregoing is true and correct to the best of my knowledge.  

 Executed this 20th day of July, 2020.  

              
        Matthew B. Welling 
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EXHIBIT 1 
.SPACE DOMAINS 
 
Registrar  
PDR Ltd. d/b/a PublicDomainRegistry.com 
c/o Endurance International Group Inc. 
10 Corporate Drive 
Burlington, MA 01803 
 
Registry 
DotSpace Inc. (Radix) 
F/19, BC1, Ras Al Khaimah FTZ, P.O Box # 16113 
Ras Al Khaimah, Ras Al Khaimah 16113 
AE 
Tel: +1 415 449 4774 
Email: contact@radixregistry.com 
http://radixregistry.com/ 
 
Probes.space Domain Name: PROBES.SPACE 

Registry Domain ID: Not Available From Registry 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2020-06-25T12:09:09Z 
Creation Date: 2020-06-25T12:09:08Z 
Registrar Registration Expiration Date: 2021-06-25T23:59:59Z 
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar IANA ID: 303 
Domain Status: clientTransferProhibited 
https://icann.org/epp#clientTransferProhibited 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Sergey 
Registrant Organization:  
Registrant Street: Moscow    
Registrant City: Moscow 
Registrant State/Province: Moscow 
Registrant Postal Code: 143900 
Registrant Country: RU 
Registrant Phone: +7.9124531269 
Registrant Phone Ext:  
Registrant Fax:  
Registrant Fax Ext:  
Registrant Email: probeswork666@gmail.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Sergey 
Admin Organization:  
Admin Street: Moscow   
Admin City: Moscow 
Admin State/Province: Moscow 
Admin Postal Code: 143900 
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Admin Country: RU 
Admin Phone: +7.9124531269 
Admin Phone Ext:  
Admin Fax:  
Admin Fax Ext:  
Admin Email: probeswork666@gmail.com 
Registry Tech ID: Not Available From Registry 
Tech Name: Sergey 
Tech Organization:  
Tech Street: Moscow   
Tech City: Moscow 
Tech State/Province: Moscow 
Tech Postal Code: 143900 
Tech Country: RU 
Tech Phone: +7.9124531269 
Tech Phone Ext:  
Tech Fax:  
Tech Fax Ext:  
Tech Email: probeswork666@gmail.com 
Name Server: casey.ns.cloudflare.com 
Name Server: desiree.ns.cloudflare.com 
DNSSEC: Unsigned 
Registrar Abuse Contact Email: abuse-
contract@publicdomainregistry.com 
Registrar Abuse Contact Phone: +1.2013775952 
URL of the ICANN WHOIS Data Problem Reporting System: 
http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2020-07-17T01:11:09Z 
<<< 
 
For more information on Whois status codes, please visit 
https://icann.org/epp 
 
Registration Service Provided By: REGWAY.COM 

 
 
.WEBSITE DOMAINS 
 
Registrar  
PDR Ltd. d/b/a PublicDomainRegistry.com 
c/o Endurance International Group Inc. 
10 Corporate Drive 
Burlington, MA 01803 
 
Registry 
DotWebsite Inc. (Radix) 
F/19, BC1, Ras Al Khaimah FTZ, P.O Box # 16113 
Ras Al Khaimah, Ras Al Khaimah 16113 
AE 
Tel: +1 415 449 4774 
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Email: contact@radixregistry.com 
http://radixregistry.com/ 
 
Probes.website Domain Name: PROBES.WEBSITE 

Registry Domain ID: Not Available From Registry 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2020-06-25T12:09:10Z 
Creation Date: 2020-06-25T12:09:08Z 
Registrar Registration Expiration Date: 2021-06-25T23:59:59Z 
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar IANA ID: 303 
Domain Status: clientTransferProhibited 
https://icann.org/epp#clientTransferProhibited 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Sergey 
Registrant Organization:  
Registrant Street: Moscow    
Registrant City: Moscow 
Registrant State/Province: Moscow 
Registrant Postal Code: 143900 
Registrant Country: RU 
Registrant Phone: +7.9124531269 
Registrant Phone Ext:  
Registrant Fax:  
Registrant Fax Ext:  
Registrant Email: probeswork666@gmail.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Sergey 
Admin Organization:  
Admin Street: Moscow   
Admin City: Moscow 
Admin State/Province: Moscow 
Admin Postal Code: 143900 
Admin Country: RU 
Admin Phone: +7.9124531269 
Admin Phone Ext:  
Admin Fax:  
Admin Fax Ext:  
Admin Email: probeswork666@gmail.com 
Registry Tech ID: Not Available From Registry 
Tech Name: Sergey 
Tech Organization:  
Tech Street: Moscow   
Tech City: Moscow 
Tech State/Province: Moscow 
Tech Postal Code: 143900 
Tech Country: RU 
Tech Phone: +7.9124531269 
Tech Phone Ext:  
Tech Fax:  
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Tech Fax Ext:  
Tech Email: probeswork666@gmail.com 
Name Server: ajay.ns.cloudflare.com 
Name Server: tricia.ns.cloudflare.com 
DNSSEC: Unsigned 
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com 
Registrar Abuse Contact Phone: +1.2013775952 
URL of the ICANN WHOIS Data Problem Reporting System: 
http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2020-07-17T08:08:09Z 
<<< 
 
For more information on Whois status codes, please visit 
https://icann.org/epp 
 
Registration Service Provided By: REGWAY.COM 

 
.SITE DOMAINS 
 
Registrar  
PDR Ltd. d/b/a PublicDomainRegistry.com 
c/o Endurance International Group Inc. 
10 Corporate Drive 
Burlington, MA 01803 
 
Registry 
DotSite Inc. (Radix) 
F/19, BC1, Ras Al Khaimah FTZ,P.O Box #16113 
Ras Al Khaimah, Ras Al Khaimah 16113 
AE 
Tel: +14153580831 
Email: contact@radixregistry.com 
http://www.radixregistry.com 
 
Probes.site Domain Name: PROBES.SITE 

Registry Domain ID: Not Available From Registry 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2020-06-25T12:09:09Z 
Creation Date: 2020-06-25T12:09:08Z 
Registrar Registration Expiration Date: 2021-06-25T23:59:59Z 
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar IANA ID: 303 
Domain Status: clientTransferProhibited 
https://icann.org/epp#clientTransferProhibited 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Sergey 
Registrant Organization:  
Registrant Street: Moscow    
Registrant City: Moscow 
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Registrant State/Province: Moscow 
Registrant Postal Code: 143900 
Registrant Country: RU 
Registrant Phone: +7.9124531269 
Registrant Phone Ext:  
Registrant Fax:  
Registrant Fax Ext:  
Registrant Email: probeswork666@gmail.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Sergey 
Admin Organization:  
Admin Street: Moscow   
Admin City: Moscow 
Admin State/Province: Moscow 
Admin Postal Code: 143900 
Admin Country: RU 
Admin Phone: +7.9124531269 
Admin Phone Ext:  
Admin Fax:  
Admin Fax Ext:  
Admin Email: probeswork666@gmail.com 
Registry Tech ID: Not Available From Registry 
Tech Name: Sergey 
Tech Organization:  
Tech Street: Moscow   
Tech City: Moscow 
Tech State/Province: Moscow 
Tech Postal Code: 143900 
Tech Country: RU 
Tech Phone: +7.9124531269 
Tech Phone Ext:  
Tech Fax:  
Tech Fax Ext:  
Tech Email: probeswork666@gmail.com 
Name Server: jacob.ns.cloudflare.com 
Name Server: mary.ns.cloudflare.com 
DNSSEC: Unsigned 
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com 
Registrar Abuse Contact Phone: +1.2013775952 
URL of the ICANN WHOIS Data Problem Reporting System: 
http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2020-07-17T08:09:33Z 
<<< 
 
For more information on Whois status codes, please visit 
https://icann.org/epp 
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Domain Registration Agreement

This Domain Registration Agreement (“Registration Agreement”) is between you, the person

or entity registering a domain or domains, and the Company (as de�ned below), as the

sponsoring registrar, or acting as reseller for the sponsoring registrar identi�ed in the

WHOIS record which may be retrieved here (http://www.internic.net/whois.html). For all

customers outside of India, “Company”, ”we”, “us” or “our” shall refer to P.D.R Solutions (U.S.)

LLC, and for all customers in India, the same shall refer to Endurance International Group

(India) Private Limited.  By using the Company’s domain registration services (the

“Services”), you agree to be bound by this Registration Agreement. Please read this

agreement carefully.

We may modify, add, or delete portions of this Registration Agreement at any time. In such

event, we will post a notice that we have made signi�cant changes to this Registration

Agreement on our website for at least 30 days after the changes are posted and will indicate

at the bottom of this Registration Agreement the date these terms were last revised. Any

revisions to this Registration Agreement will become effective (i) 30 -days after the notice

for modi�cation, addition or deletion has been posted or (ii) the �rst time you access or use

the Services after such changes. If you do not agree to abide by this Registration Agreement,

you are not authorized to use or access the Services.

You acknowledge and agree that the Company may modify this Registration Agreement with

or without notice in order to comply with any terms and conditions set forth by Internet

Corporation for Assigned Names and Numbers (“ICANN”) and/or the applicable registry

administrators (“Registry Administrators”) for the top level domains (“TLD”) or country code

top level domains (“ccTLD”).

 

1. Our Services

Your domain registration will be effective upon occurrence of all of the following:

1. You accept all terms and conditions of this Registration Agreement and the the Company’s
Terms of Service and its ancillary documents;

2. The Company accepts (in its sole discretion) your domain registration application;
3. The Company receives payment of the registration, renewal and reinstatement fees, as

applicable; and

Terms Of Service  Acceptable Use Policy  Affiliate Agreement

Infringement Policy More

http://www.internic.net/whois.html
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4. The Company delivers the domain registration information you provide to the registry
administrator for the applicable TLDs and the Registry Administrator puts into effect your
domain registration application.

2. Limitation of Liability

You understand that the Company does not control all aspects of the domain registration

process. For example, once you submit a domain registration, the Company forwards the

information contained in the registration to the appropriate Registry Administrator for

processing and actual registration of the name. The Company disclaims, and you agree, that

the Company is not liable for any inaccuracies regarding the registration information

relating to (i) the input of the information by you; and (ii) the input of the information by the

Registry Administrator. The Company will not be held liable, nor refund a domain name

registration due to spelling errors/typos.

 

3. Multiple Domain Registrations

The Company, in accordance with ICANN policies, reserves the rights to refuse to register

multiple domain registrations.

 

4. Fees
a. Payment of fees as a condition to domain registration. As consideration for the domain

registration service provided by the Company, you agree to pay the Company, prior to the
effectiveness of the desired domain registration, all registration and other applicable fees as
indicated via the payment method selected at the time of registration. All fees are non-
refundable, in whole or in part, even if your domain registration is suspended, cancelled or
transferred prior to the end of your then-current registration term. It is the responsibility of
the listed registrant for the domain name to maintain records appropriate to document and
prove the initial domain name registration date.

b. Reservation of right to modify fees. The Company reserves the right to modify fees,
surcharges, and renewal fees or to institute new fees at any time with 30 days’ notice, for
any reason, at its sole discretion.

c. Credit card charge-backs for domain registrations. In the event of a charge-back to the
Company by the credit card company (or similar action by another payment provider used by
us) for the credit card used in connection with the payment of the registration or other fee,
you agree and acknowledge that the domain registration shall be transferred to the
Company, as the paying entity for that registration to the registry(ies) and that we reserve all
rights regarding such domain including, without limitation, the right to make the domain
available to other parties for purchase. the Company also reserves the right to lock your
account and the remainder of your domains until we receive your payment of any
administrative fees and/or chargeback fees. In the Company’s sole discretion, we may
reinstate your domain registration, subject to the Company’s receipt of the registration fee
and any administrative and/or chargeback fees described above.
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d. Credit card charge-backs for non-domain registration services. In the event of a charge-
back by the credit card company (or similar action by another payment provider) for the
credit card used in connection with the payment of a non-domain registration fee, you agree
and acknowledge that service shall not initiate or will be discontinued, if previously in use,
and any information maintained by the service may be deleted along with your account and
the remainder of your services being locked until we receive your payment of any
administrative fees and/or chargeback fees. In the Company’s sole discretion, we may
reinstate your services, subject to the Company’s receipt of the non-domain registration fee
and any administrative and/or chargeback fees described above.

5. Required Domain Registration Information
a. Registration information. As part of the domain registration process and in accordance with

ICANN policies, a Registered Name Holder is required to submit, and update within seven
(7) days of any change, complete and accurate information, including the following
(collectively, the “Registration Information”):
The domain registrant’s name and postal address;
The domain being requested;
Administrative contact information, including the name, postal address, email address,
telephone number, and where available, fax number of the administrative contact for the
domain; and
Technical contact information, including the name, postal address, email address, telephone
number, and where available, fax number of the technical contact for the domain; and
Billing contact information, including the name, postal address, email address, voice
telephone number, and where available, fax number of the billing contact for the domain.

b. Additional registration information. In addition, in accordance with ICANN policies, the
Company is obligated to submit and keep current, complete and accurate additional
information relating to a domain registration, which may include the following (collectively,
“Additional Registration Information”):
The original creation date of the domain registration;
The submission date and time of the registration to us and by us to the proper registry;
Communications (electronic or paper form) constituting registration orders, modi�cations,
or terminations and related correspondence between you and us;
Account records for your domain registration, including dates and amounts of all payments
and refunds;
The IP addresses of the primary nameserver and any secondary nameservers for the
domain;
The corresponding names of those nameservers;
The name, postal address, email address, voice telephone number, and where available, fax
number of the technical contact for the domain;
The name, postal address, email address, voice telephone number, and where available, fax
number of the administrative contact for the domain;
The expiration date of the registration; and
Information regarding all other activity between you and us regarding your domain
registration and related services.
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c. Use of Registration Information and Additional Registration Information. You agree and
acknowledge that the Company will make available the Registration Information and the
Additional Registration Information to ICANN; to other third party Registry Administrators
such as VeriSign, Inc., Global Names Registry Ltd., Neustar, Inc., A�lias USA, Inc., Global
Domains International; and as applicable laws may require or permit. Additionally, you
acknowledge and agree that ICANN and the Registry Administrators may establish
guidelines, limits and/or requirements that relate to the amount and type of information that
the Company may or must make available to the public or to private entities, and the manner
in which such information is made available. Further, you hereby consent to any and all such
disclosures and use of, and guidelines, limits and restrictions on disclosure or use of,
information provided by you in connection with the registration of a domain (including any
updates to such information), whether during or after the term of your registration of the
domain. Moreover, you hereby irrevocably waive any and all claims and causes of action that
may arise or have arose from such disclosure or use of your Registration Information and the
Additional Registration Information.

d. Information updating and accuracy obligations. As a condition to continued registration of
your domain, you must provide us with updated Registration Information within seven (7)
days of any changes to such information. You may review, modify or update your
Registration Information by accessing the Company’s domain manager service, domain
management console or similar service, made available at our website. In accordance with
ICANN policies, you acknowledge and agree that if you willfully provide inaccurate
information or fail to update your Registration Information within seven (7) days of any
change, then you will be in material breach of this Registration Agreement and we may in our
sole discretion cancel your domain registration. You further agree that your failure to
respond within ten (10) days to any inquiry by the Company concerning the accuracy of the
Registration Information or to contact the Company immediately upon discovery of any
willful inaccuracy (including, e.g., phone number listed as 000-0000) associated with your
domain registration shall constitute a material breach of this Registration Agreement and
will be suf�cient basis for cancellation of your domain registration. You further represent
that you have obtained consent from any third-party individuals whose personal data you
have provided as Registration Information.

e. Information requirements for renewals. Upon renewal of your domain registration, the
type of information you are required to provide may have changed. If you do not wish to
provide the new required information, your domain registration may not be renewed.

f. Ownership of data. You agree and acknowledge that the Company owns all database,
compilation, collective and similar rights, title and interests worldwide in our domain
database (“Domain Database”), and all information and derivative works generated from
such Domain Database, which contains Registration Information and Additional
Registration Information. You further agree and acknowledge that the Company may use
the following information for those domain registrations for which we are the registrar: (a)
the original creation date of the registration; (b) the expiration date of the registration; (c)
the name, postal address, email address, voice telephone number, and where available fax
number of the technical contact, authorized contact, zone contact and billing contact for the
domain registration; (d) any remarks concerning the registered domain that appear or
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should appear in the WHOIS or similar database; and (e) any other information the Company
generates or obtains in connection with the provision of domain registration services, other
than the domain being registered, the Internet protocol (IP) addresses of the primary
nameserver and any secondary nameservers for the domain, and the corresponding names
of those nameservers. The Company does not have any ownership interest in your speci�c
personal registration information outside of its rights in its Domain Database. The Company
agrees to take reasonable precautions to protect your speci�c personal registration
information from loss, misuse, unauthorized access or disclosure, alteration or destruction.

g. Registrant Veri�cation. You understand and agree that Registrar is required to verify the
Registered Name Holder’s email address within 15 days of any registration, transfer, or
change to the Registered Name Holder’s contact information. The Domain Name Holder’s
failure to verify the contact information within 15 days constitutes a material breach of this
Registration Agreement and will result in the immediate suspension of the domain name(s)
and associated service(s).

In addition, you understand and agree that Registrar is required to verify any

changes to any WHOIS contact information within 15 days of any change. The

Domain Name Holder’s failure to verify such changes within 15 days constitutes a

material breach of this Registration Agreement and will result in the immediate

suspension of the domain name(s) and associated service(s).

6. Domain Privacy Service
a. If you purchased domain privacy services (“Domain Privacy”), you agree that your

Registration Information will be replaced in any public WHOIS search with information
provided by the Company as determined in its sole discretion (the “Private WHOIS Contact
Information”).

b. Although the Private WHOIS Contact Information will appear in any public WHOIS search
result, you are solely responsible for resolving any and all monetary, creditor, or other claims
that arise in connection with a legal or other dispute involving your domain name
registration. Use of the Domain Privacy service in no way alleviates your obligation to
provide valid and accurate Registration Information and to update and correct such
information pursuant to the terms of this Registration Agreement.

c. The Domain Privacy service is NOT a general mail forwarding service. You agree that you
will not provide any third party with the Private WHOIS Contact Information for the
purpose of having such third party transmit communications to you. The Company may
immediately terminate the Domain Privacy service and, at its sole option, disclose the
Registration Information in the event that you breach this Agreement.

d. Notwithstanding anything to the contrary, you agree that the Company may, but is not
obligated to, review and forward communications in connection with your domain name that
it receives. You hereby authorize the Company to receive, sort, open, forward, and destroy
any and all mail sent to our address at our sole discretion. You speci�cally acknowledge that
the Company is not obligated but may forward to you certi�ed or traceable courier mail
(such as UPS or Federal Express deliveries), legal notices, or �rst class U.S. postal mail;
however, the Company will NOT forward “junk” mail or other unsolicited communications
(whether delivered through fax, postal mail, or telephone), and you further authorize the
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Company to either discard all such communications or return all such communications to
the sender. You agree that: (i) postal mail may be forwarded via regular mail forwarding or
scanned and emailed electronically to the email address listed in the Registration
Information; (ii) emails will be forwarded to the email address listed in the Registration
Information; and (iii) callers will be directed to use the mailing or email address listed on the
Private WHOIS Contact Information and we will forward such mail or email pursuant to the
terms of this section; we will not relay phone messages to you. You agree to waive any and all
claims arising from your failure to receive communications directed to your domain name
but not forwarded or referred to you by the Company.

e. If any domain name for which you are using the Domain Privacy service is transferred to
another registrar, Domain Privacy will automatically cease and no refund will be given for
any unused portion of the service.

f. Failure to renew the Domain Privacy service while your domain name registration is still
valid will result in the Domain Privacy being suspended, terminated or cancelled and your
Registration Information will be displayed in any public WHOIS search. Domain Privacy
renewals after initial purchase will be at the standard list price, which is available by logging
in to your account.

g. The Company expressly reserves the right, in its sole discretion and without any liability to
you whatsoever, to suspend or cancel your use of the Service and/or reveal the Registration
Information in any public WHOIS search or to any third party at any time without notice to
you:
To comply with any applicable laws, rules, regulations or requirements, or with any
subpoenas, court orders, of�cial government inquiries or requests of law enforcement;
To comply with ICANN’s Uniform Domain Name Dispute Resolution Policy
(http://www.icann.org/en/help/dndr/udrp);
To resolve any and all third-party claims, whether threatened or made, arising out of your
use of the Domain Privacy service, including without limitation, to avoid a dispute of any
claim that the registered domain name violates or infringes a third party’s trademark, trade
name, or other legal rights;
In the event you breach any provision of this Registration Agreement or any other
agreement you’ve entered into with the Company, including, but not limited to, the Terms of
Service;
To comply with the rules, procedures, or practices of the registry that governs the domain
name extension receiving the Domain Privacy service and to protect the integrity and
stability of the applicable domain name registry;
To avoid any �nancial loss or legal liability (civil or criminal) on the part of the Company, its
parent companies, subsidiaries, af�liates, shareholders, agents, of�cers, directors, or
employees;
To prevent inappropriate activity that comes to the Company’s attention, including without
limitation if you are using Domain Privacy to hide your involvement in illegal or morally
objectionable activities, including without limitation, activities that are intended to or
otherwise: (i) appeal purely to the prurient interests of third parties; (ii) defame, embarrass,
harm, abuse, threaten, or harass third parties; (iii) violate state or federal laws of the United
States and/or foreign territories; (iv) involve hate crimes, terrorism, or child pornography; (v)

http://www.icann.org/en/help/dndr/udrp
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are tortious, vulgar, obscene, invasive of a third party’s privacy, racially, ethnically, or
otherwise objectionable; (vi) impersonate the identity of a third party; (vii) harm minors in
any way; or (viii) relate to or transmit viruses, Trojan Horses, access codes, backdoors,
worms, time bombs, or any other code, routine, mechanism, device or item that corrupts,
damages, impairs, interferes with, intercepts or misappropriates any software, hardware,
�rmware, network, system, data, or personally identi�able information.

h. Pursuant to paragraph 3.7.7.3 of ICANN’s Registrar Accreditation Agreement (“RAA”)
(http://www.icann.org/en/resources/registrars/raa/approved-with-specs-27jun13-
en.htm#raa), you agree that if you license use of a Registered Name (as that term is de�ned
in the RAA) to a third party, you are nonetheless the Registered Name Holder of record (as
that term is de�ned in the RAA) and are responsible for providing the full contact
information and for providing and updating accurate technical and administrative contact
information adequate to facilitate timely resolution of any problems that arise in connection
with the Registered Name. A Registered Name Holder licensing use of a Registered Name
according to this provision shall accept liability for any harm caused by wrongful use of the
Registered Name, unless the Registered Name Holder discloses the current contact
information provided by the licensee and the identity of the licensee within seven (7) days to
a party that provides the Registered Name Holder reasonable evidence of actionable harm.

7. Domain Parking
a. Upon registration, the domain will be automatically placed on name servers provided by

the Company, and Internet users that type in the domain will be redirected to a “coming
soon” page (collectively, “parking a domain” or a “parked domain”). There is no charge for
parking a domain. You hereby consent to and authorize the Company’s placement of a
“coming soon” page, and its associated contents, on your parked domain. You may change the
name server con�guration (or “un-park” the domain) after the registration is complete. If you
need to register name servers using the domains that you are currently registering, the
names will initially be parked with the Company until you modify the name servers after the
domain registration is complete, using your account manager.

b. In the event your domain registration expires, your registration is no longer valid. If you
are able to renew the domain name, you may update the domain to its original settings. After
expiration, but prior to renewal, the domain may be pointed to an “expired” page
(collectively, “parking a domain” or a “parked domain”). There is no charge for the parked
domain. By not renewing the domain, the Company may place an “expired” page, and its
associated contents, on the parked domain. You may change the name server con�guration
(or “un-park” the domain) after the renewal is complete. If you need to register name servers
using the domains that you are currently renewing, the names will initially be parked with
the Company until you modify the name servers after the domain renewal is complete, using
your account manager.

c. The “coming soon” and/or “expired” pages may contain advertisements and other
materials selected by the Company, in the Company’s sole discretion. This may include, but
is not limited to third-party websites, third-party product and service offerings, and/or
Internet search engines. The Company reserves the right to collect and retain all revenue
obtained from such advertising and other materials.

http://www.icann.org/en/resources/registrars/raa/approved-with-specs-27jun13-en.htm#raa
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d. DNS Wildcard. In the event you utilize the Company’s DNS management services and fail to
con�gure a wildcard DNS for your domain, the Company may insert wildcard DNS records
to resolve subdomains of your domain that would not otherwise resolve. The Company may
point those subdomains to a web page that may contain advertisements and other materials
selected by the Company in the Company’s sole discretion. This may include, but is not
limited to, third-party websites, third-party product and service offerings, and/or Internet
search engines.

8. Registration Renewal
a. Renewal obligations. You are solely responsible for ensuring that any and all domains and

additional services are renewed prior to their expiration, should you so desire their renewal.
You may renew your domain at any time before the expiration date. the Company shall have
no liability to you or any third party in connection with the renewal, including, but not
limited to, any failure or errors in renewing the services.

b. You may be noti�ed at the Company’s sole discretion when renewal fees are due. Should
these fees go unpaid within the time speci�ed in a notice or reminder regarding renewal,
your registration will be cancelled. Payment must be made by such other method as we
indicate in the renewal form. If your billing information is not accurate, you are solely
responsible for the failure to renew. Additional information about domain renewals and
domain deletions are available here (https://publicdomainregistry.com/renew/) and here
(https://publicdomainregistry.com/domain-name-deletion/) respectively. Current renewal
and redemption fees are available here (https://publicdomainregistry.com/pricing/).

c. Autorenewal. You agree that if you paid for any services provided hereunder by credit card
or other payment service (such as PayPal), you hereby authorize but do NOT obligate, the
Company to automatically charge your credit card or payment service account and renew
the applicable service(s) on or before their renewal date using the credit card or other
acceptable payment information you have provided to the Company, unless you notify the
Company that you do not wish to participate in the Company’s automatic renewal process.
The Company must receive noti�cation of your intent to not renew (opt-out) no later than
sixteen (16) days prior to the renewal date. In the absence of such noti�cation from you, the
Company will automatically renew, for a period of one (1) or two (2) years, as set forth by the
applicable registry depending on the TLD or ccTLD of your domain name, any domain that is
up for renewal and will charge the credit card or payment service account you have on �le
with the Company, at the Company’s then current rates. You are solely responsible for the
credit card or other payment information you provide to the Company and must promptly
inform the Company of any changes thereto (e.g., change of expiration date or account
number). If the credit card or payment service account has expired or is otherwise invalid,
you are solely responsible for a failure to renew and the Company shall not be liable for your
failure.

d. Expired domain names. You agree that we may place our contact information in the WHOIS
output for any expired domain name, as the failure to renew results in the immediate
cancellation of registration and loss of all rights to the domain name. Should you choose not
to renew your domain name, you agree that we may, in our sole discretion, renew and
transfer the domain name to a third party on your behalf as an Expired Domain Transfer
(“ED Transfer”).

https://publicdomainregistry.com/renew/
https://publicdomainregistry.com/domain-name-deletion/
https://publicdomainregistry.com/pricing/
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e. New customers through domain auction or brokerage partners and/or ED Transfers. If you
are registering a domain name that was registered with, and not yet deleted by, the
Company at the time of your purchase, you acknowledge and agree that the term of your
registration will be for a period of one year from the original expiration date for the domain
name immediately prior to your purchase, as the registration is the result of an ED Transfer
(de�ned above). You will not be compensated for the inability to use the domain from the
time it was expired until the time you are able to use the domain in your account. NOTE: You
may not transfer your domain name to another Registrar for sixty (60) days from the date of
any previous transfer.

9. Domain Dispute Resolution Policy

You agree to be bound by the appropriate domain dispute resolution policy (“Dispute

Policy”) applicable to the domain that you have selected, including the Uniform Domain

Name Dispute Resolution Policy, which can be found here

(http://www.icann.org/en/help/dndr/udrp). The Dispute Policy has been developed by

ICANN and/or the speci�c Registration Administrator(s) and is incorporated by

reference in this Registration Agreement. Certain disputes are subject to the applicable

Dispute Policy. In the event such dispute arises, you agree that you will be subject to the

provisions speci�ed in the applicable Dispute Policy in effect at the time your domain

registration is disputed by a third party. You further agree that, in the event a domain

dispute arises with any third party, you will indemnify and hold the Company harmless

pursuant to the terms and conditions contained in the applicable Dispute Policy. The

Dispute Policy may be modi�ed at any time by ICANN or the applicable Registry

Administrator, and your continued use of the domain registered to you after any such

Dispute Policy modi�cation shall constitute your acceptance of the modi�ed Dispute

Policy and this Registration Agreement. If you do not agree to any of such changes, you

may request that your domain registration be cancelled or transferred to a different

domain registrar. For the adjudication of disputes concerning or arising from use of the

second level domain (“SLD”) name, the SLD holder shall submit, without prejudice to

other potentially applicable jurisdictions, to the jurisdiction of the courts (1) of the SLD

holder’s domicile and (2) where registrar is located. In addition, you agree to the rules of

ICANN’s Uniform Rapid Suspension (http://newgtlds.icann.org/en/applicants/urs)

(“URS”) and to submit to any proceedings commenced pursuant to the URS, if applicable.

10. Change of Registrant Of Domains
a. Change of Registrant. Effective December 1, 2016, for all gTLDs, any material changes to a

domain name registrant’s name, company, email address, or to the administrative contact
email address (if there is no registrant email address) are subject to ICANN’s Transfer Policy
(available at https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en
(https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en)).

b. We are required to deny a change of registrant for any of the following reasons:
the domain name registration agreement has expired and the registrant no longer has the
right to renew the domain name or to transfer the domain name to another registrar;

http://www.icann.org/en/help/dndr/udrp
http://newgtlds.icann.org/en/applicants/urs
https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en
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the change of registrant was not properly authorized by the Prior Registrant and the New
Registrant; or
the domain name is subject to a domain name dispute proceeding, including, but not limited
to, the following:
Uniform Domain-Name Dispute-Resolution Policy (UDRP)
(https://www.icann.org/resources/pages/help/dndr/udrp-en
(https://www.icann.org/resources/pages/help/dndr/udrp-en));
Uniform Rapid Suspension (URS) (https://www.icann.org/resources/pages/urs-2014-01-09-
en (https://www.icann.org/resources/pages/urs-2014-01-09-en));
Registrar Transfer Dispute Resolution Policy (https://www.icann.org/resources/pages/tdrp-
2012-02-25-en (https://www.icann.org/resources/pages/tdrp-2012-02-25-en));or
a court order.
Unless a change of registrant is otherwise prohibited, the Prior Registrant and the New
Registrant, or their Designated Agents, must con�rm the change of registrant within 60 days
of the request.
Unless you opt out of the transfer lock when you request a change of registrant, you may not
transfer your domain registration to another domain registrar for sixty (60) days following
the change of registrant.

c. Designated Agent. You hereby explicitly authorize us to act as “Designated Agent” to
approve a change of registrant on behalf of the Prior Registrant and the New Registrant,
consistent with and pursuant to the requirements of ICANN’s Transfer Policy
(https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en).

d. Transfer of registration to another registrant. The entity or person named as the
“registrant” at the time the controlling user name and password are secured shall be the
registrant of the domain. You agree that prior to the effectiveness of any transfer of
ownership of your domain to another entity, the Company reserves the right to enforce any
amount published for the transfer of ownership of a domain. You further agree that, as a
condition of any such transfer of ownership of the domain, the party to which you seek to
transfer your domain shall agree in writing (electronic acceptance is acceptable) to be bound
by the terms and conditions of this Registration Agreement. Your domain will not be
transferred until we receive such written assurances (or reasonable assurance as
determined by the Company in its sole discretion) and actual payment of the transfer fee, if
any is imposed. You acknowledge and agree that if you attempt to transfer your domain
registration without paying the Company the amount published for the transfer of
ownership of a domain, or if the entity to which you seek to transfer your domain fails to
agree in writing to be bound by all terms and conditions of this Registration Agreement, any
such transfer will be null and void, and will result in your domain registration being revoked
without a refund of any charges you have incurred in attempting to register or transfer that
domain.

e. When changing the name of registrant within the Company, you agree that at the
Company’s discretion, the domain name may be changed back to the registrant listed
immediately prior to the change upon written (email is acceptable) request within �ve (5)
days (or such reasonable time as determined at the Company’s discretion) by registrant that

https://www.icann.org/resources/pages/help/dndr/udrp-en
https://www.icann.org/resources/pages/urs-2014-01-09-en
https://www.icann.org/resources/pages/tdrp-2012-02-25-en
https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en
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was listed immediately prior to change or in the event of suspected fraud in connection with
the change of the registrant name as determined by the Company in its sole discretion.

f. Transfer of registration to or from another registrar. When transferring a domain name into
the Company as the new registrar of record and simultaneously changing the name of
registrant or subsequently changing the name of registrant, you agree that the domain name
may be re-transferred back to the losing registrar upon written (email is acceptable) request
by registrant that was listed immediately prior to transfer or upon request by losing registrar
or in the event of suspected fraud in connection with the transfer as determined by the
Company in its sole discretion. At the time of transfer into the Company, you must complete
all required information requested through the online transfer application, i.e., contact
information, nameserver information, etc. the Company may elect to accept or reject your
domain name transfer application for any reason at its sole discretion. You are not entitled to
any refund in relation to the domain name transferred to another registrar.

g. RESTRICTIONS ON REGISTRAR TRANSFERS. For generic top-level domains governed by
ICANN, you agree that you may not transfer your domain registration to another domain
registrar during the �rst sixty (60) days from the effective date of your: (1) initial domain
registration or (2) completion of a domain transfer into the Company. If you choose to utilize
our transfer lock service, you agree to provide written authorization (electronic acceptance
is acceptable) to the Company for the transfer of the domain to another registrar and agree
to pay any and all fees that may be charged by the Company to effect the transfer. You agree
your request to transfer your domain to another registrar may be denied pursuant to the
Transfer Policy (available here (https://www.icann.org/resources/pages/transfer-policy-
2016-06-01-en)).

h. For country-code top-level domains, as established by each registry, you agree that you may
not transfer a domain to another registrar during the �rst sixty (60) days of the initial
registration or after expiration of the domain. You agree your request to transfer your
domain to another registrar may be denied pursuant to the Transfer Policy (available here
(https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en)).

11. Agents and Licensing

You agree that, if you are registering a domain and listing someone other than

yourself as the registrant, you represent and warrant that you have the authority to

bind the person or entity listed as registrant as a principal to this Registration

Agreement, including the applicable Dispute Policy. The name listed as registrant of

the domain or the appropriate of�cer of a listed Organization (at the Company’s

discretion) may individually choose to move the domain into another account for

full access to the domain, irrespective of wishes of agent/account owner/other

listed contacts on that particular domain (e.g. admin, billing). Further, you agree that

if you license the use of the domain registered to you to a third party, you

nonetheless remain the domain holder of record, and remain responsible for strict

compliance with this Registration Agreement, including but not limited to payment

obligations, and providing (and updating, as necessary) accurate Registration

Information and Additional Registration Information. Further, you accept liability

https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en
https://www.icann.org/resources/pages/transfer-policy-2016-06-01-en
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for any actions of the licensee using the domain unless you promptly disclose the

current contact information provided to you by the licensee and the identity of the

licensee to any party providing reasonable evidence of actual harm.

12. Representations and Warranties

In the event that, in registering the domain, you are providing information related to

a third party, you hereby represent and warrant that you have (a) provided notice to

that third party of the disclosure and use of that party’s information as set forth in

this Registration Agreement, and (b) that you have obtained that third party’s

express consent to the disclosure and use of that party’s information as set forth in

this Registration Agreement. You further represent that, to the best of your

knowledge and belief, neither the registration of the domain nor the manner in

which it is directly or indirectly used infringes the legal rights of a third party. You

further represent and warrant that all information provided by you in connection

with your domain registration is accurate.

13. Indemni�cation
a. Indemni�cation of the Company. You will indemnify, hold harmless, and defend the

Company and its subsidiary and parent entities, predecessors, successors, af�liates, and
assigns, the Registry Administrators, and all of their respective current and former of�cers,
directors, members, shareholders, agents, and employees (the “Indemni�ed Parties”) from
any and all Claims. “Claim” means any action, cause of action, suit, proceeding, claim, or
demand of any third party (and all resulting judgments, bona �de settlements, penalties,
damages, losses, liabilities, costs, and expenses (including without limitation reasonable
attorneys’ fees and costs)), which arises out of: (a) your breach of this Registration
Agreement or any of the Company’s policies applicable to this domain registration or related
services, (b) the operation of your domain, (c) any negligent act or omission by you, or (d) any
third party claim, action, or demand related to the registration or use of the domain
registered in your name (and this indemni�cation is in addition to any indemni�cation
required under the Dispute Policy). “Reasonable attorneys’ fees and costs” as used in this
Section 13 includes without limitation fees and costs incurred to interpret or enforce this
Section 13. the Company may, at its expense, employ separate counsel to monitor and
participate in the defense of any Claim. The Company will provide you with reasonably
prompt notice of any Claim.

b. Indemni�cation of ICANN and Registry Operators. You agree to indemnify, defend, and
hold harmless ICANN, Registry Operator(s) (including but not limited to VeriSign, Inc., Public
Interest Registry, A�lias Limited, SITA, NeuLevel, Inc., and NeuStar, Inc.) and their respective
subcontractors, shareholders, directors, of�cers, employees, af�liates and agents from and
against any and all claims, damages, liabilities, costs and expenses, including reasonable
attorneys’ fees and costs and any other expenses arising out of or related to your domain
registration and any disputes regarding same. Some Registry Operators may not allow this
indemni�cation provision to apply, as contained herein; in such cases, this provision is in
effect to the full extent permitted by law as applicable to such Registry Operator.



7/17/2020 https://publicdomainregistry.com/legal/#dra

https://publicdomainregistry.com/legal/#dra 13/18

c. These indemni�cation obligations shall survive the termination or expiration of this
Registration Agreement.

14. Warranty Disclaimer; Limitation of Liability
a. Disclaimer of warranty. THE COMPANY MAKES NO REPRESENTATIONS OR

WARRANTIES OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, IN CONNECTION
WITH THIS REGISTRATION AGREEMENT OR ANY OF ITS SERVICES, INCLUDING, BUT
NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. FURTHER, WITHOUT ANY
LIMITATION TO THE FOREGOING, THE COMPANY MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHATSOEVER THAT REGISTRATION OR USE OF A
DOMAIN UNDER THIS REGISTRATION AGREEMENT WILL PREVENT CHALLENGES TO
YOUR DOMAIN REGISTRATION, OR FROM SUSPENSION, CANCELLATION OR
TRANSFER OF ANY DOMAIN REGISTERED TO YOU.

b. Limitation of liability. YOU AGREE THAT THE COMPANY AND THE INDEMNIFIED
PARTIES, AS DEFINED IN SECTION 12(a) OF THIS REGISTRATION AGREEMENT, WILL
NOT BE LIABLE FOR ANY OF THE FOLLOWING: (A) SUSPENSION OR LOSS OF THE
DOMAIN REGISTRATION IN YOUR NAME; (B) USE OF YOUR DOMAIN REGISTRATION
BY YOU OR OTHERS, WHETHER OR NOT AUTHORIZED BY YOU TO HAVE SUCH USE; (C)
INTERRUPTION OF BUSINESS; (D) ACCESS DELAYS, DENIAL OF SERVICE (DOS)
ATTACKS OR ACCESS INTERRUPTIONS TO THIS SITE OR THE WEBSITE(S) YOU ACCESS
BY THE DOMAIN REGISTERED IN YOUR NAME; (E) DATA NON-DELIVERY, MIS-
DELIVERY, CORRUPTION, DESTRUCTION OR OTHER MODIFICATION; (F) EVENTS
BEYOND THE COMPANY’S OR ANY OF SUCH INDEMNIFIED PARTIES’ REASONABLE
CONTROL; (G) THE PROCESSING OF YOUR DOMAIN APPLICATION; (H) ANY FAILURES
OF ENCRYPTION OR OTHER SERVICES PROVIDED; OR (I) APPLICATION OF THE
DISPUTE POLICY. THE COMPANY AND THE INDEMNIFIED PARTIES ALSO WILL NOT BE
LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY KIND (INCLUDING LOST PROFITS) REGARDLESS OF THE FORM OF ACTION
WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, EVEN IF
THE COMPANY OR ANY OF SUCH INDEMNIFIED PARTIES HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL THE COMPANY’S OR ANY OF
SUCH INDEMNIFIED PARTIES’ MAXIMUM AGGREGATE LIABILITY EXCEED THE TOTAL
AMOUNT PAID BY YOU FOR REGISTRATION OF THE DOMAIN THAT IS AT ISSUE FOR
THE THEN-CURRENT PERIOD OF REGISTRATION.

15. Term and Termination
a. Term. The term of this Registration Agreement commences on the day you accept this

Registration Agreement to the day until the occurrence of any of the following: (a) your
domain registration is cancelled; (b) your domain is transferred to a third party; or (c) your
domain expires or is terminated (in accordance with Section 15.c, below) (collectively,
“Termination”). Your obligation to pay any fees or other amounts under this Agreement
which arose prior to expiration or other termination of this Registration Agreement shall
survive any such expiration or termination.

b. Domain suspension, cancellation or transfer. You acknowledge and agree that your domain
registration is subject to suspension, cancellation or transfer (cancellation or transfer
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collectively referred to as, “Cancellation”) (a) to correct mistakes by the Company, another
registrar, or a Registry Administrator in administering the domain name or (b) for the
resolution of disputes concerning the domain pursuant to an ICANN policy or procedure. It
is your responsibility to verify if any domain is infringing anyone else’s rights, prior to
registration. If the domain name you have registered is found to be infringing on another
person’s rights, determined in the Company’s discretion, the Company has the right to
cancel your registration immediately. If you are in willful violation of our agreement, you will
not be entitled to any refund. You also agree that the Company shall have the right in its sole
discretion to suspend, cancel, transfer or otherwise modify a domain registration upon up to
seven (7) calendar days prior notice or after such time as the Company receives a properly
authenticated order from a court of competent jurisdiction, or arbitration award, requiring
the suspension, cancellation, transfer or modi�cation of the domain registration.

c. Termination. The Company reserves the right to suspend, cancel, transfer or modify your
domain registration if: (a) you materially breach this Registration Agreement (including the
Dispute Policy) and do not cure such breach within ten (10) days of notice by the Company;
(b) you use the domain to send unsolicited email, in violation of this Registration Agreement
or applicable laws; (c) you use your domain in connection with unlawful activity; or (d) you
otherwise violate this Registration Agreement as determined by the Company in its sole
discretion. WE WILL NOT BE RESPONSIBLE OR LIABLE FOR ANY COSTS ASSOCIATED
WITH THE TERMINATION OF YOUR RIGHTS TO THE DOMAIN NAME.

d. Survival. The following provisions will survive Termination or Cancellation of this
Registration Agreement: Sections 2, 9, 12, 13, 14, 15 and 16.

16. Additional Terms
a. Personal Data. The Company incorporates its Privacy Policy by reference. Please read our

Privacy Policy by clicking here (https://www.endurance.com/privacy/privacy). In addition,
you hereby represent that you have provided the Company’s Privacy Policy to any person
whose personal data you disclose to the Company and that you have obtained their consent
to the foregoing.

b. Governing law; jurisdiction. Except as otherwise set forth in the Dispute Policy with respect
to disputes, this Registration Agreement, your rights and obligations and all actions
contemplated by this Registration Agreement shall be governed by as follows. Unless you
are in India, any controversy or claim arising out of or relating to this Agreement, the
formation of this Agreement or the breach of this Agreement, including any claim based
upon an alleged tort, shall be governed by the substantive laws of the Commonwealth of
Massachusetts. If you are in India, any controversy or claim arising out of or relating to this
Agreement, the formation of this Agreement or the breach of this Agreement, including any
claim based upon an alleged tort, shall be governed by the substantive laws of the Republic
of India.

Notwithstanding the foregoing, the United Nations Convention on Contracts

for the International Sale of Goods does not apply to this Agreement.

c. Arbitration. Your use of the Services is also governed by the following:

https://www.endurance.com/privacy/privacy
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Unless you are in India, you also hereby agree to the Company’s Arbitration

Agreement, which is incorporated into this Agreement by reference and can be

found here (https://publicdomainregistry.com/legal/#arbitration).

Alternatively, if you are in India, the following provision applies to you:

All disputes, controversies and differences arising out of or relating to this

Agreement, including a dispute relating to the validity or existence of this

Agreement (“Dispute”) shall be referred to and resolved by arbitration in Mumbai,

India under the provisions of the Arbitration and Conciliation Act, 1996; provided

that, to the extent a party may suffer immediate and irreparable harm for which

monetary damages would not be an adequate remedy as a result of the other

party’s breach or threatened breach of any obligation hereunder, such party may

seek equitable relief, including an injunction, from a court of competent jurisdiction,

which shall not be subject to this Section. The arbitration tribunal shall consist of

one (1) arbitrator jointly appointed by the parties within �fteen (15) days from the

date of �rst recommendation for an arbitrator in written form for a party to the

other. If the parties fail to agree on appointment of such arbitrator, then the

arbitrator shall be appointed as per the provisions of Arbitration and Conciliation

Act, 1996. The language of the arbitration shall be English. As part of the terms of

the appointment of the arbitrator(s), the arbitrator(s) shall be required to produce a

�nal and binding award or awards within six (6) months of the appointment of the

sole arbitrator (jointly appointed by the parties). Parties shall use their best efforts

to assist the arbitrator(s) to achieve this objective, and the parties agree that this six

(6) month period shall only be extended in exceptional circumstances, which are to

be determined by the arbitrator(s) in its absolute discretion. The arbitral award

passed by the arbitrator shall be �nal and binding on the parties and shall be

enforceable in accordance with its terms. The arbitrator shall state reasons for its

�ndings in writing. The parties agree to be bound thereby and to act accordingly. All

costs of the arbitration shall be borne equally by the parties.

d. Notices. You agree that any notices required to be given under this Registration Agreement
by the Company to you will be deemed to have been given if delivered in accordance with
the contact information you have provided.

e. Relationship. The Company and you are independent contractors and nothing contained in
this Registration Agreement places the Company and you in the relationship of principal and
agent, partners or joint venturers. Neither party has, expressly or by implication, or may
represent itself as having, any authority to make contracts or enter into any agreements in
the name of the other party, or to obligate or bind the other party in any manner whatsoever.

f. Waiver. No failure or delay by any party hereto to exercise any right or remedy hereunder
shall operate as a waiver thereof, nor shall any single or partial exercise of any right or
remedy by any party preclude any other or further exercise thereof or the exercise of any
other right or remedy. No express waiver or assent by any party hereto to any breach of or
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default in any term or condition of this Registration Agreement shall constitute a waiver of
or an assent to any succeeding breach of or default in the same or any other term or
condition hereof.

g. Severability. If any provision or portion of any provision of this Registration Agreement shall
be held to be illegal, invalid or unenforceable by a court of competent jurisdiction, it is the
intention of the parties that the remaining provisions or portions thereof shall constitute
their agreement with respect to the subject matter hereof, and all such remaining provisions
or portions thereof shall remain in full force and effect.

h. Assignment. You may not assign or transfer this Registration Agreement or any of your
rights or obligations hereunder, without the prior written consent of the Company and/or
without using the Company’s domain transfer process in compliance with ICANN’s policies.
Any attempted assignment in violation of the foregoing provision shall be null and void and
of no force or effect whatsoever. The Company may assign its rights and obligations under
this Registration Agreement, and may engage subcontractors or agents in performing its
duties and exercising its rights hereunder, without your consent. This Registration
Agreement shall be binding upon and shall inure to the bene�t of the parties hereto and
their respective successors and permitted assigns. You agree that the Company may transfer
your domain name from one accredited registrar to another accredited registrar without
requiring your consent, to the extent not prohibited by ICANN or applicable registry rules or
by applicable law.

i. Intellectual property. Except for your Content (as de�ned above), all content available
through the Services, including designs, text, graphics, images, video, information, software,
audio and other �les, and their selection and arrangement, and all software used to provide
the Services (collectively, “Company Content”), are the proprietary property of the
Company. No Company Content may be modi�ed, copied, distributed, framed, reproduced,
republished, downloaded, scraped, displayed, posted, transmitted, sold or exploited for any
purposes in any form or by any means, in whole or in part, other than as expressly permitted
in this Registration Agreement. You may not, directly or indirectly, reverse engineer,
decompile, disassemble or otherwise attempt to derive source code or other trade secrets
from any Company Content. Any use of the Company Content other than as speci�cally
authorized herein is prohibited and will automatically terminate your rights with respect to
use of the services and the Company Content granted herein. All rights of the Company or
its licensors that are not expressly granted in this Registration Agreement are reserved to
the Company and its licensors.

j. Entire agreement. This Registration Agreement, and the attachments and documents
referenced herein, including but not limited to the applicable Dispute Policy (as modi�ed
from time to time), constitute the complete and exclusive agreement between you and the
Company, and supersede and govern all prior proposals, agreements, or other
communications with respect to the subject matter hereof.

APPENDIX 1.

ADDITIONAL REGISTRY REQUIREMENTS
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Your electronic acceptance of this Agreement signi�es that you have read, understand,

acknowledge and agree to be bound by, which incorporates by reference, all agreements,

guidelines, policies, practices, procedures, registration requirements or operational

standards of the TLDs in which you register any domain.  

TO LINK TO AND REVIEW THE REGISTRY POLICIES FOR THE TLD IN WHICH YOU WISH

TO REGISTER A DOMAIN NAME, PLEASE CLICK HERE

(https://pdr.corp.endurance.com/wp-content/themes/pdr/agreement/domain-

registration-toc-appendices.html).

This �le was last modi�ed on July 1, 2019.

REGISTER (HTTP://PUBLICDOMAINREGISTRY.COM/)  

RENEW (HTTP://PUBLICDOMAINREGISTRY.COM/RENEW/)  

5,103,357
CURRENTLY SERVING

DOMAINS ACROSS 180 COUNTRIES

WHOIS LOOKUP

www

SUBMIT

https://pdr.corp.endurance.com/wp-content/themes/pdr/agreement/domain-registration-toc-appendices.html
http://publicdomainregistry.com/
http://publicdomainregistry.com/renew/
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PRICING (HTTP://PUBLICDOMAINREGISTRY.COM/PRICING/)  

PARTNERS (HTTP://PUBLICDOMAINREGISTRY.COM/PARTNERS/)  

SUPPORT (HTTP://PUBLICDOMAINREGISTRY.COM/SUPPORT/)  

CONTACT US (HTTP://PUBLICDOMAINREGISTRY.COM/CONTACT-US/)  

LEGAL (HTTP://PUBLICDOMAINREGISTRY.COM/LEGAL/)  

REPORT ABUSE (HTTP://PUBLICDOMAINREGISTRY.COM/REPORT-ABUSE-2/)

Do Not Sell My Info (https://endurance.clarip.com/dsr/create.php)

© 2020 Public Domain Registry

http://publicdomainregistry.com/pricing/
http://publicdomainregistry.com/partners/
http://publicdomainregistry.com/support/
http://publicdomainregistry.com/contact-us/
http://publicdomainregistry.com/legal/
http://publicdomainregistry.com/report-abuse-2/
https://endurance.clarip.com/dsr/create.php


























































































EXHIBIT 10 



IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division

FILED
m OPEN COURT

0IC 1 8
1

CLERK, U.S. DiSTRiCT C.OIJ 
ALEXANDRIA, VIRGiNiA

RT

MICROSOFT CORPORATION, a 
Washington corporation,

Plaintiff,

V.

JOHN DOES 1-2 CONTROLLING A 
COMPUTER NETWORK 
THEREBY INJURJNG PLAINTIFF 
AND ITS CUSTOMERS,

Defendants.

)
)
) Civil Action No:
)
)
)
) FILED UNDER SEAL PURSUANT 
) TO LOCAL CIVIL RULE 5
)
)
)
)
)

EX PARTE TEMPORARY RESTRAINING ORDER AND 
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation (“Microsoft”) has filed a complaint for injunctive and 

other relief pursuant to; (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the 

Electronic Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C, §§

1114(a)(1), 1125(a), (c)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. §

1125(d)); and (5) the common law of trespass to chattels, unjust enrichment, conversion and 

intentional interference with contractual relationships. Mierosoft has moved ex parte for an 

emergency temporary restraining order and an order to show cause why a preliminary injunction 

should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.

§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW 

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of 

Microsoft’s Ex Parte Application for an Emergency Temporary Restraining Order and Order to

1



Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact 

and conclusions of law;

1. This Court has jurisdiction over the subject matter of this case, and there is good 

cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim 

upon which relief may be granted against Defendants John Doe 1 and 2 (“Defendants”) under 

the Computer Fraud and Abuse Act (18 U.S.C. § 1030), the Electronic Communications Privacy 

Act(18U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), the Anticybersquatting 

Consumer Protection Act (15 U.S.C. § 1125(d)), and common law of trespass to chattels, unjust 

enrichment, conversion, and intentional interference with contractual relationships.

2. There is good cause to believe that Defendants have engaged in and are likely to 

engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030), 

the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 

1114, 1125), the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and 

constitute common law of trespass to chattels, unjust enrichment, conversion, and intentional 

interference with contractual relationships, and that Microsoft is, therefore, likely to prevail on 

the merits of this action;

3. Microsoft owns the registered trademarks Microsoft, Windows, Hotmail, Outlook, 

and Office 365 and numerous other trademarks used in connection with its services, software 

and products. There is good cause to believe that, unless Defendants are restrained and enjoined 

by Order of this Court, immediate and irreparable harm will result from the Defendants’ 

ongoing violations. The evidence set forth in Microsoft’s Brief in Support of Ex Parte 

Application for a Temporary Restraining Order and Order to Show Cause Re Preliminary 

Injunction (“TRO Application”), and the accompanying declarations and exhibits, demonstrates



that Microsoft is likely to prevail on its claim that Defendants have engaged in violations of the 

foregoing law by:

a. intentionally accessing and sending malicious software, code, and instructions 
to the protected computers, operating systems, and computer networks of 
Microsoft and the customers of Microsoft, without authorization or exceeding 
authorization, in order to

i. steal and exfiltrate information from those computers and computer 
networks;

ii. infect those computers and computer networks with malicious code and 
thereby gain control over those computers and computer networks;

iii. attack and compromise the security of those computers and computer 
networks by conducting remote reconnaissance, stealing authentication 
credentials, monitoring the activities of users, and using other 
instrumentalities of theft;

b. deploying computers and Internet domains to establish a command and 
control infrastructure by which means Defendants conduct illegal activities, 
including attacks on computers and networks, monitoring activities of users, 
and theft of information;

c. corrupting Microsoft’s operating system and applications on victims’ 
computers and networks, thereby using them to monitor the activities of users 
and steal information from them;

4, There is good cause to believe that if such conduct continues, irreparable harm 

will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe 

that the Defendants will continue to engage in such unlawful actions if not immediately 

restrained from doing so by Order of this Court.

5. There is good cause to believe that immediate and irreparable damage to this 

Court’s ability to grant effective final relief will result from the sale, transfer, or other 

disposition or concealment by Defendants of command and control software that is hosted at 

and otherwise operates through the Internet domains listed in Appendix A to the Complaint and 

from the destruction or concealment of other discoverable evidence of Defendants’ misconduct



available via those domains, including on user computers infected by Defendants, if Defendants 

receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO 

Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove 

that:

a. Defendants are engaged in activities that directly violate United States law 
and harm Microsoft and the public, including Microsoft’s customers;

b. Defendants have continued their unlawful conduct despite the clear injury to 
the foregoing interests;

c. Defendants are likely to delete or to relocate the command and control 
software at issue in Microsoft’s TRO Application and the harmful and 
malicious software disseminated through the Internet domains listed in 
Appendix A to the Complaint, thereby permitting them to continue their 
illegal acts; and

d. Defendants are likely to warn their associates engaged in such activities if 
informed of Microsoft’s action.

6. Microsoft’s request for this emergency ex parte relief is not the result of any lack 

of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful 

conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28 

U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted 

without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide 

Defendants with prior notice of Microsoft’s motion.

7. There is good cause to believe that Defendants have specifically directed their 

activities to computers of Microsoft’s customers located in Virginia and the Eastern District of 

Virginia, have engaged in illegal activity using the Internet domains identified in Appendix A 

to the Complaint by using those domains to deceive users of Microsoft’s products and services 

and by directing malicious code and content to said computers of Microsoft’s customers to 

further perpetrate their illegal conduct victimizing Microsoft’s customers. There is good cause



to believe that Defendants have directed said malicious code and content through certain 

instrumentalities - specifically the domains and the domain registration facilities of the domain 

registries identified in Appendix A to the Complaint.

8. There is good cause to believe that Defendants have engaged in illegal activity by 

using the domain registration facilities of the domain registries identified in Appendix A to the 

Complaint to register the Internet domains identified in Appendix A, so as to deceive 

Microsoft’s customers to steal credentials for their Microsoft accounts, and to deliver from those 

domains the malicious code, content, and commands that Defendants use to access Microsoft’s 

services without authorization and to infect and compromise the computers of Microsoft’s 

customers, and to receive the information stolen from those accounts and computers.

9. There is good cause to believe that Defendants have engaged in illegal activity by 

using deceptive and fraudulent methods to steal computer users’ account credentials and to use 

such credentials for illegal purposes.

10. There is good cause to believe that to immediately halt the injury caused by 

Defendants, Defendants must be prohibited from accessing Microsoft’s services without 

authorization and prohibited from sending malicious code, content and commands from the 

Internet domains identified in Appendix A to the Complaint to the computers of Microsoft’s 

customers.

11. There is good cause to believe that Defendants have engaged in illegal activity 

using the Internet domains identified in Appendix A to the Complaint to host the command and 

control software and content used to infect and compromise the computers and networks of 

Microsoft’s customers and to steal information from them. There is good cause to believe that 

to immediately halt the injury caused by Defendants, each of Defendants’ current and



prospective domains set forth in Appendix A to the Complaint must be immediately redirected 

to the Microsoft-secured name-servers named NS 151 .microsoftintemetsafety.net and 

NS152.microsoftintemetsafety.net, thus making them inaccessible to Defendants for command 

and control purposes.

12. There is good cause to believe that to immediately halt the injury, the execution of 

this Order should be carried out in a coordinated manner by Microsoft and by the domain 

registries identified in Appendix A to the Complaint on such date and time within five (5) days 

of this Order as may be reasonably requested by Microsoft.

13. There is good cause to believe that Defendants may change the Internet domains 

that they use to conduct illegal activities, and that Microsoft may identify and update the 

domains listed in Appendix A to the Complaint as may be reasonably necessary to account for 

additional Internet domains associated with Defendants just prior to the execution of this Order 

and within a reasonable time thereafter should Defendants attempt to evade and defy this Order.

14. There is good cause to permit notice of the instant Order, notice of the 

Preliminary Injunction hearing and service of the Complaint by formal and alternative means, 

given the exigency of the circumstances and the need for prompt relief The following means of 

service are authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(f)(3) and are 

reasonably calculated to notify Defendants of the instant order, the Preliminary Injunction 

hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to 

the contact information provided by Defendants to Defendants’ domain registrars and hosting 

companies and as agreed to by Defendants in Defendants’ domain registration and/or hosting 

agreements, (2) publishing notice on a publicly available Internet website, (3) by personal 

delivery upon Defendants, to the extent Defendants provided accurate contact information in the



U.S.; and (4) personal delivery through the Hague Convention on Service Abroad or similar 

treaties upon Defendants, to the extent Defendants provided accurate contact information in 

foreign countries that are signatories to such treaties.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED that, Defendants, Defendants’ representatives, and 

persons who are in active concert or participation with Defendants, are temporarily restrained 

and enjoined from: (1) intentionally accessing and sending malicious software or code to 

Microsoft and the protected computers and operating systems of Microsoft and Microsoft’s 

customers, without authorization, in order to infect those computers; (2) intentionally attacking 

and compromising computers or computer networks of Microsoft or Microsoft’s customers, to 

monitor the activities of the owners or users of those computers or computer networks, and to 

steal information from those computers or networks; (3) configuring, deploying, operating, or 

otherwise participating in or facilitating a command and control infrastructure described in the 

TRO Application, including but not limited to the command and control software hosted at and 

operating through the Internet domains set forth in Appendix A to the Complaint and through 

any other component or element of the command and control infrastructure at any location; (4) 

stealing information from Microsoft’s customers; (5) misappropriating that which rightfully 

belongs to Microsoft, its customers, or in which Microsoft or its customers have a proprietary 

interest; (6) downloading or offering to download additional malicious software onto the 

computers of Microsoft’s customers; or (7) undertaking any similar activity that inflicts harm on 

Microsoft, Microsoft’s customers, or the public.

IT IS FURTHER ORDERED that. Defendants, Defendants’ representatives, and 

persons who are in active concert or participation with Defendants are temporarily restrained and

7



enjoined from (1) using and infringing Microsoft’s trademarks, including specifically 

Microsoft’s registered trademarks Microsoft, Windows, Hotmail, Outlook, and Office 365 and/or 

other trademarks, trade names, service marks, or Internet Domain addresses or names containing 

or infringing such trademarks, trade names or service marks; (2) using in connection with 

Defendants’ activities, products, or services any false or deceptive designation, representation or 

description of Defendants or of their activities, whether by symbols, words, designs or 

statements, which would damage or injure Microsoft or give Defendants an unfair competitive 

advantage or result in deception of consumers; or (3) acting in any other manner which suggests 

in any way that Defendants’ activities, products or services come from or are somehow 

sponsored by or affiliated with Microsoft, or passing off Defendants’ activities, products or 

services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet 

domains set forth in Appendix A to this Order and the Complaint, the domain registries shall 

take the following actions:

A. Within five (5) business days of receipt of this Order, shall unlock and 

change the registrar of record for the domain to MarkMonitor or such other registrar specified by 

Microsoft. To the extent the registrar of record does not assist in changing the registrar of record 

for the domain under its control, the domain registry for the domain, or its administrators, 

including backend registry operators or administrators, within five (5) business days of receipt of 

this Order, shall change, or assist in changing, the registrar of record for the domain to 

MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to 

ensure that Microsoft has control over the hosting and administration of the domain in its 

registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall

8



provide to the domain registry or registrar of record any requested registrar information or 

account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth 

in this order, or as otherwise specified by Microsoft, upon taking control of the domain;

C. The domain shall be redirected to secure servers by changing the 

authoritative name servers to NS096A.microsoftintemetsafety.net and 

NS096B.microsoftintemetsafety.net and, as may be necessary, the IP addresses associated with 

name servers or taking other reasonable steps to work with Microsoft to ensure the redirection of 

the domain and to ensure that Defendants cannot use it to make unauthorized access to 

computers, infect computers, compromise computers and computer networks, monitor the 

owners and users of computers and computer networks, steal information from them or engage in 

any other activities prohibited by the Injunction;

D. The WHOIS registrant, administrative, billing and technical contact and 

identifying information should be the following, or other information as may be specified by 

Microsoft:

Domain Administrator 
Microsoft Corporation 
One Microsoft Way 
Redmond, WA 98052 
United States 
Phone: +1.4258828080 
Facsimile: +1.4259367329 
domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants 

and prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the 

Domain Name System (“DNS”), including domain registrars.

mailto:domains@microsoft.com


IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary 

Injunction hearing and service of the Complaint may be served by any means authorized by law, 

including (1) transmission by email, facsimile, mail and/or personal delivery to the contact 

information provided by Defendants to Defendants’ domain registrars and/or hosting companies 

and as agreed to by Defendants in the domain registration and/or hosting agreements, (2) 

publishing notice on a publicly available Internet website, (3) by personal delivery upon 

Defendants, to the extent Defendants provided accurate contact information in the U.S.; and (4) 

personal delivery through the Hague Convention on Service Abroad or similar treaties upon 

Defendants, to the extent Defendants provided accurate contact information in foreign countries 

that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b) 

that the Defendants shall appear before this Court on 4 ID.' W to show

cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final 

mling on the Complaint against Defendants, enjoining Defendants from the conduct 

temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of 

$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft may identify and update the domains 

in Appendix A to this Order and the Complaint as may be reasonably necessary to account 

for additional Internet domains associated with Defendants’ illegal conduct just prior to or 

within a reasonable time after the execution of this Order.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on 

Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or
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declarations and/or legal memoranda no later than one (1) day prior to the hearing on 

Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED

.i. I rEntered this < ^ day of December, 2019
™iTED STATES DISfTRiCT JUDGE

^ ~ o Li ± L-'t IP«
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EXHIBIT 1



APPENDIX A

■ORG DOMAINS

Resistry
Public Interest Registry (PIR) 
1775 Wiehle Avenue 
Suite 200
Reston Virginia 20190 
United States

OFFICE356-US.ORG Domain Name: OFFICE356-US.ORG 
Registry Domain ID: D402200000005189950-LROR 
Registrar WHOIS Server: whois.lapi.net 
Registrar URL: http://www.lapi.net 
Updated Date: 2019-02-15T01:32:18Z 
Creation Date: 2018-02-14T08:17:06Z 
Registry Expiry Date: 2020-02-14T08:17:06Z 
Registrar Registration Expiration Date:
Registrar: lAPI GmbH
Registrar lANA ID: 1387
Registrar Abuse Contact Email: abuse@,l api.net
Registrar Abuse Contact Phone: +49.68416984200
Reseller:
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registrant Organization: MS
Registrant State/Province: 1
Registrant Country: US
Name Server: NS120.TRUEHOSTER.NET
Name Server: NS121.TRUEHOSTER.NET
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form https 
://www.icann.org/wicf/)
>» Last update of WHOIS database: 2019-12- 
06T19:24:50Z«<

SMTPER.ORG Domain Name: SMTPER.ORG
Registry Domain ID: D402200000011172427-LROR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://www.publicdomainregistry.com
Updated Date: 2019-10-14T03:49:24Z
Creation Date: 2019-08-14T08:16:10Z
Registry Expiry Date: 2020-08-14T08:16:10Z
Registrar Registration Expiration Date:
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar lANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952_________

http://www.lapi.net
https://icann.org/ep
http://www.icann.org/wicf/
http://www.publicdomainregistry.com
mailto:contact@publicdomainregistrv.com


Reseller:
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registrant Organization: GDPR Masked
Registrant State/Province: GDPR Masked
Registrant Country: US
Name Server: NS3LCL0UDNS.NET
Name Server: NS32.CLOUDNS.NET
Name Server: NS33.CLOUDNS.NET
Name Server: NS34.CLOUDNS.NET
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form https
://wvvw. icann.org/wicf/

.BIZ DOMAINS

Resistry 
NeuStar, Inc.
21575 Ridgetop Circle 
Sterling, VA 20166

SEOULHOBI.BIZ Domain Name: seoulhobi.biz
Registry Domain ID: D3ADAE10C8D8E44B88339582227E 
F9FDE-NSR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: publicdomainregistry.com
Updated Date: 2019-03-12T15:05:00Z
Creation Date: 2019-02-24T17:44:17Z
Registry Expiry Date: 2020-02-24T17:44:17Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar LANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registrant Organization: N/A
Registrant State/Province: Hikari
Registrant Country: JP
Registrant Email: Please query the HDDS service of the Regi 
strar of Record identified in this output for information on ho 
w to contact the Registrant, Admin, or Tech contact of the qu 
eried domain name.
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: http 
s://www.icann.org/V'^icf/_______________________________

https://icann.org/ep
mailto:contact@publicdomainregistrv.com
https://icann.org/ep
http://www.icann.org/V'%5eicf/


.CASH DOMAINS

Registry

Binky Moon, LLC 
Donuts Inc.
5808 Lake Washington Blvd NE, Suite 300 
Kirkland, WA 98033

READER.CASH Domain Name: reader.cash
Registry Domain ID: 380312f8fcc340edbcl803cl44d5b363- 
DONUTS
Registrar WHOIS Server: whois.PublicDomainRegistry.com
Registrar URL: http://www.PublicDomainRegistry.com
Updated Date: 2019-11-18T08:51:21Z
Creation Date: 2019-11-01T08:32:05Z
Registry Expiry Date: 2020-11-01T08:32:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar lANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@.publicdomainregistrv.com
Registrar Abuse Contact Phone: +91.2230797500
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY 
Registrant Name: REDACTED FOR PRIVACY 
Registrant Organization: GDPR Masked 
Registrant Street: REDACTED FOR PRIVACY 
Registrant City: REDACTED FOR PRIVACY 
Registrant State/Province: GDPR Masked 
Registrant Postal Code: REDACTED FOR PRIVACY 
Registrant Country: US
Registrant Phone: REDACTED FOR PRIVACY 
Registrant Phone Ext: REDACTED FOR PRIVACY 
Registrant Fax: REDACTED FOR PRIVACY 
Registrant Fax Ext: REDACTED FOR PRIVACY 
Registrant Email: Please query the RDDS service of the Regi 
strar of Record identified in this output for information on ho 
w to contact the Registrant, Admin, or Tech contact of the qu 
eried domain name.
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: http 
s://w\\'w.icann.org/wicf/_______________________________

.COM. .NET DOMAINS

http://www.PublicDomainRegistry.com
https://icann.org/ep


Registry 
VeriSign, Inc.
VeriSign Information Services, Inc. 
12061 Bluemont Way 
Reston Virginia 20190 
United States

HOTRNALL.COM Domain Name: hotmall.com 
Registry Domain ID: 2346795666_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.discount-domain.com 
Registrar URL: http://www.onamae.com 
Updated Date: 2019-08-30T17:31:18Z 
Creation Date: 2018-12-26X00:34:3 IZ 
Registrar Registration Expiration Date: 2019-12- 
26X00:34:3 IZ
Registrar: GMO INTERNET, INC.
Registrar LANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: -t81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko
Registrant Organization: Personal
Registrant Street: 5-3-6 Akasaka
Registrant City: Minato-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 106-8006
Registrant Country: JP
Registrant Phone: +81.355713191
Registrant Phone Ext:
Registrant Fax: +81.355712051 
Registrant Fax Ext:
Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Kurokawa Tomoko
Admin Organization: Personal
Admin Street: 5-3-6 Akasaka
Admin City: Minato-ku
Admin State/Province: Tokyo
Admin Postal Code: 106-8006
Admin Country: JP
Admin Phone: +81.355713191
Admin Phone Ext;
Admin Fax: +81.355712051 
Admin Fax Ext:
Admin Email: tang_guanghui@hotmail.com 
Registry Tech ID; Not Available From Registry 
Tech Name: Kurokawa Tomoko 
Tech Organization: Personal

http://www.onamae.com
mailto:abuse@gmo.jp
https://icann.0rg/epp%230k
mailto:tang_guanghui@hotmail.com
mailto:tang_guanghui@hotmail.com


Tech Street: 5-3-6 Akasaka 
Tech City: Minato-ku 
Tech State/Province: Tokyo 
Tech Postal Code: 106-8006 
Tech Country: JP 
Tech Phone:+81.355713191 
Tech Phone Ext:
Tech Fax: +81.355712051 
Tech Fax Ext:
Tech Email: tang_guanghui@hotmail.com 
Name Server: ns4.value-domain.com 
Name Server: ns5.value-domain.com 
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting 
System: http://wdprs.intemic.net/
>» Last update of WFIOIS database: 2019-08- 
30T17:31:18Z «< Domain Name: hotmall.com 
Registry Domain ID: 2346795666_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.discount-domain.com 
Registrar URL: http://www.onamae.com 
Updated Date: 2019-08-30T17:31:18Z 
Creation Date: 2018-12-26T00:34:3IZ 
Registrar Registration Expiration Date: 2019-12- 
26T00:34:31Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@emo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko
Registrant Organization: Personal
Registrant Street: 5-3-6 Akasaka
Registrant City: Minato-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 106-8006
Registrant Country: JP
Registrant Phone: +81.355713191
Registrant Phone Ext:
Registrant Fax: +81.355712051 
Registrant Fax Ext:
Registrant Email: tang guanghui@hotmail.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Kurokawa Tomoko 
Admin Organization: Personal 
Admin Street: 5-3-6 Akasaka 
Admin City: Minato-ku 
Admin State/Province: Tokyo 
Admin Postal Code: 106-8006 
Admin Country: JP

mailto:tang_guanghui@hotmail.com
http://wdprs.intemic.net/
http://www.onamae.com
mailto:abuse@emo.ip
https://icann.0rg/epp%230k
mailto:tang_guanghui@hotmail.com


Admin Phone:+81.355713191 
Admin Phone Ext:
Admin Fax:+81.355712051 
Admin Fax Ext:
Admin Email: tang guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko
Tech Organization: Personal
Tech Street: 5-3-6 Akasaka
Tech City: Minato-ku
Tech State/Province: Tokyo
Tech Postal Code: 106-8006
Tech Country: JP
Tech Phone:+81.355713191
Tech Phone Ext:
Tech Fax: +81.355712051 
Tech Fax Ext:
Tech Email: tang guanghui@hotmail.com 
Name Server: ns4.value-domain.com 
Name Server: ns5.value-domain.com 
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

SEC-LIVE.COM Domain Name: sec-live.com
Registry Domain ID: 2345629507_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T17:16:09Z
Creation Date: 2018-12-22T08:47:19Z
Registrar Registration Expiration Date: 2019-12-
22T08:47:19Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko
Registrant Organization: Personal
Registrant Street: 5-3-6 Akasaka
Registrant City: Minato-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 106-8006
Registrant Country: JP
Registrant Phone: +81.355713191
Registrant Phone Ext:
Registrant Fax: +81.355712051 
Registrant Fax Ext:
Registrant Email: tang guanghui@hotmail.com
Registry Admin ID: Not Available From Registry_________

mailto:tang_guanghui@hotmail.com
mailto:tang_guanghui@hotmail.com
http://wdprs.intemic.net/
http://www.onamae.com
mailto:abuse@gmo.ip
https://icann.0rg/epp%230k
mailto:tang_guanghui@hotmail.com


Admin Name: Kurokawa Tomoko 
Admin Organization: Persona!
Admin Street: 5-3-6 Akasaka 
Admin City: Minato-ku 
Admin State/Province: Tokyo 
Admin Postal Code: 106-8006 
Admin Country: JP 
Admin Phone:+81.355713191 
Admin Phone Ext:
Admin Fax: +81.355712051 
Admin Fax Ext:
Admin Email: tang guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko
Tech Organization: Personal
Tech Street: 5-3-6 Akasaka
Tech City: Minato-ku
Tech State/Province: Tokyo
Tech Postal Code: 106-8006
Tech Country: JP
Tech Phone:+81.355713191
Tech Phone Ext:
Tech Fax: +81.355712051 
Tech Fax Ext:
Tech Email: tang guanghui@hotmail.com 
Name Server: ns4.value-domain.com 
Name Server: ns5.value-domain.com 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

RNAII.COM Domain Name: RNAII.COM
Registry Domain ID: 2395465199_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-07-27T02:16:51Z 
Creation Date: 2019-05-27T02:59:08Z 
Registrar Registration Expiration Date: 2020-05- 
27T02:59:08Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song
Registrant Organization: MobileProtect
Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si
Registrant State/Province: Gyeongsangbuk-do
Registrant Postal Code: 38492
Registrant Country: KR_______________________________

mailto:tang_guanghui@hotmail.com
mailto:tang_guanghui@hotmail.com
http://wdprs.intemic.net/
http://www.publicdomainregistry.com
https://icann.org/ep


Registrant Phone: +82.01033988890
Registrant Email: bitcoin024@,hanmail.net
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

RNAILM.COM Domain Name: RNAILM.COM
Registry Domain ID: 2358789139_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: wsvw.publicdomainregistry.com 
Updated Date: 2019-04-09T02:17:00Z 
Creation Date: 2019-02-07X06:31:49Z 
Registrar Registration Expiration Date: 2020-02- 
07X06:31:49Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientXransferProhibited https://icann.org/ep 
p#clientXransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho
Registrant Organization: CoinWallet
Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton
Registrant State/Province: Virginia
Registrant Postal Code: 20124
Registrant Country: US
Registrant Phone: +1.8055678218
Registrant Email: bitcoin025@hanmail.net
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@,publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

SECRIXYPROCESSING.COM Domain Name: SECRIXYPROCESSING.COM 
Registry Domain ID: 2371156493_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-20X02:18:04Z 
Creation Date: 2019-03-20X07:29:16Z 
Registrar Registration Expiration Date: 2020-03- 
20X07:29:16Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientXransferProhibited https://icann.org/ep 
p#clientXransferProhibited____________________________

mailto:contact@publicdomainregistrv.com
http://wdprs.intemic.net/
https://icann.org/ep
mailto:bitcoin025@hanmail.net
http://wdprs.intemic.net/
http://www.publicdomainregistry.com
https://icann.org/ep


Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@,gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@.publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

SECURITEDMODE.COM Domain Name: SECURITEDMODE.COM 
Registry Domain ID: 2371156536_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 20I9-05-20T02:18:05Z 
Creation Date: 2019-03-20T07:29:59Z 
Registrar Registration Expiration Date: 2020-03- 
20T07:29:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com 
DNSSEC: Unsigned 
Registrar Abuse Contact Email: abuse- 
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952__________
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UTIL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

SECURYTINGMAIL.COM Domain Name: SECURYTINGMAIL.COM 
Registry Domain ID: 2371156527_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-20T02:18:02Z 
Creation Date: 2019-03-20T07:29:50Z 
Registrar Registration Expiration Date: 2020-03- 
20T07:29:50Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SET-LOGIN.COM Domain Name: set-login.com
Registry Domain ID: 2360933211_D0MAIN_C0M-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 20I9-08-30T17:25:43Z
Creation Date: 2019-02-15T07:54:55Z
Registrar Registration Expiration Date: 2020-02-
15T07:54:57Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@,gmo.ip 
Registrar Abuse Contact Phone: +81.337709199 
Domain Status: ok https://icann.0rg/epp#0k 
Registry Registrant ID: Not Available From Registry 
Registrant Name: naoki yamada
Registrant Organization: Personal______________________

11

http://wdprs.intemic.net/
http://www.publicdomainregistry.com
https://icann.org/ep
mailto:gdpr-masking@gdpr-masked.com
mailto:contact@publicdomainregistrv.com
http://wdprs.internic.net/
http://www.onamae.com
https://icann.0rg/epp%230k


Registrant Street: 4-32 Nishirokugo 
Registrant City: Ota-ku 
Registrant State/Province: Tokyo 
Registrant Postal Code: 144-0056 
Registrant Country: JP 
Registrant Phone: -tSl.337396567 
Registrant Email: satoshiman0088@gmail.coin 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.internic.net/

USRCHECKENG.COM Domain Name: USRCHECKING.COM
Registry Domain ID: 2371156468_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-05-20T02:18:06Z
Creation Date: 2019-03-20T07:29:07Z
Registrar Registration Expiration Date: 2020-03-
20T07:29:07Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -tGDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@,publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

PW-CHANGE.COM Domain Name: PW-CHANGE.COM
Registry Domain ID: 2371470962_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistrj'.com
Updated Date: 2019-05-20T02:25:23Z
Creation Date: 2019-03-21T02:09:48Z
Registrar Registration Expiration Date: 2020-03-
21T02:09:48Z

12

http://wdprs.internic.net/
http://www.publicdomainregistry.com
https://icann.org/ep
mailto:gdpr-masking@gdpr-masked.com
http://wdprs.intemic.net/


Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry 
Registrant Name: ALEXEY IGORIEVICH PECHENOV 
Registrant Organization:
Registrant Street: Moscow Region, Solnechnogorsk-
30, ul. Tsentralnaya 28
Registrant City: Moscow
Registrant State/Province: Moscow
Registrant Postal Code: 141530
Registrant Country: RU
Registrant Phone: +7.9773177182
Registrant Email: noreplvgooqlesender@gmail.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

APP-WALLET.COM Domain Name: APP-WALLET.COM
Registry Domain ID: 2335434562_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.coni
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-11-22T08:44:07Z
Creation Date: 2018-11-22T07:26:56Z
Registrar Registration Expiration Date: 2019-11-
22T07:26:56Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho
Registrant Organization: Co in Wallet
Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton
Registrant State/Province: Virginia
Registrant Postal Code: 20124
Registrant Country: US
Registrant Phone: +1.8055678218
Registrant Email: bitcoin025@hanmail.net
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/___________________________
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BIGWNET.COM Domain Name: bigwnet.com
Registry Domain ID: 2351682947_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30117:31:28Z
Creation Date: 2019-01-12T02:32:17Z
Registrar Registration Expiration Date: 2020-01-
12T02:32:16Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone: +81.337709199 
Domain Status: ok https://icann.0rg/epp#0k 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Yoichi Shimada 
Registrant Organization: Personal 
Registrant Street: 1-1301 Saburomaru 
Registrant City: Fukui-shi 
Registrant State/Province: Fukui 
Registrant Postal Code: 910-0033 
Registrant Country: JP 
Registrant Phone: +81.776281905 
Registrant Email: pigcoin2020@hotmail.com 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.internic.net/

BITWOLL.COM Domain Name: BITWOLL.COM
Registry Domain ID: 2440667088_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-10-06T02:18:08Z 
Creation Date: 2019-10-06T02:18:07Z 
Registrar Registration Expiration Date: 2020-10- 
06T02:18:07Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name; GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked ______
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Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@,publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

CEXROUT.COM Domain Name: CEXROUT.COM
Registry Domain ID: 2350055800_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-03-08T02:17:28Z 
Creation Date: 2019-01-06T08:41:05Z 
Registrar Registration Expiration Date: 2020-01- 
06T08:41:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: 4-GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com 
Registry Admin ID: Not Available From Registry 
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

CHANGE-PW.COM Domain Name: CHANGE-PW.COM
Registry Domain ID: 23688I6873_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-05-13T02:18:00Z
Creation Date: 2019-03-13T02:19:22Z
Registrar Registration Expiration Date: 2020-03-
13T02:19:22Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry______
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Registrant Name: Seung Hak Hyun 
Registrant Organization:
Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul
Registrant City: Seoul-si
Registrant State/Province: Seoul
Registrant Postal Code: 07954
Registrant Country: KR
Registrant Phone: -1-82.1034070909
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: rninchurl@daum.net 
Registry Admin ID: Not Available From Registry 
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http ://wdprs.internic.net/

CHECKPROFIE.COM Domain Name: CHECKPROFIE.COM
Registry Domain ID: 2371156560_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-05-20T02:18:06Z
Creation Date: 2019-03-20X07:30:13Z
Registrar Registration Expiration Date: 2020-03-
20T07:30:13Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -t-GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: -i-GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com'
Registry Admin ID: Not Available From Registry
Admin Name: GDPR Masked
Admin Organization: GDPR Masked
Admin Street: GDPR Masked GDPR Masked GDPR Maske
d
Admin City: GDPR Masked 
Admin State/Province: Sofia 
Admin Postal Code: GDPR Masked
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Admin Country: BG
Admin Phone: +GDPR Masked.GDPR Masked 
Admin Phone Ext:
Admin Fax: +GDPR Masked.GDPR Masked 
Admin Fax Ext:
Admin Email: gdpr-masking@gdpr-masked.com
Registry Tech ID: Not Available From Registry
Tech Name: GDPR Masked
Tech Organization: GDPR Masked
Tech Street: GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked
Tech State/Province: Sofia
Tech Postal Code: GDPR Masked
Tech Country: BG
Tech Phone: -hGDPR Masked.GDPR Masked 
Tech Phone Ext:
Tech Fax: +GDPR Masked.GDPR Masked 
Tech Fax Ext:
Tech Email: gdpr-masking@gdpr-masked.com 
Name Server: ns31.cloudns.net 
Name Server: ns32.cloudns.net 
Name Server: ns33.cloudns.net 
Name Server: ns34.cloudns.net 
DNSSEC: Unsigned 
Registrar Abuse Contact Email: abuse- 
contact@publicdomainregistrv.com 
Registrar Abuse Contact Phone: -Hi .2013775952 
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

CLOUDWEBAPPSERVICE.COM Domain Name: CLOUDWEBAPPSERVICE.COM 
Registry Domain ID: 2351156215_D0MAIN_C0M-VRSN 
Registrar WFIOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-03-12T02:16:46Z 
Creation Date: 2019-01-10T06:59:07Z 
Registrar Registration Expiration Date: 2020-01- 
10T06:59:07Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry 
Registrant Name: aji 917 
Registrant Organization:
Registrant Street: seoul 
Registrant City: seoul 
Registrant State/Province: seoul 
Registrant Postal Code: 01111 
Registrant Country: KR
Registrant Phone: -H82.37282156170____________________
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Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: tigerl99392@daum.net 
Registry Admin ID: Not Available From Registry 
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdr)rs.internic.net/

CTQUAST.COM Domain Name: CTQUAST.COM
Registry Domain ID: 2388608965_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-07-08T02:I9:55Z 
Creation Date: 2019-05-08T10:55:05Z 
Registrar Registration Expiration Date: 2020-05- 
08T10:55:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -fGDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: -i-GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: -^1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

DATAVIEWERING.COM Domain Name: DATAVIEWERING.COM 
Registry Domain ID: 2366296798_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-05T02:18:29Z 
Creation Date: 2019-03-05T09:48:29Z 
Registrar Registration Expiration Date: 2020-03- 
05T09:48:29Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep

18

mailto:tigerl99392@daum.net
http://wdr)rs.internic.net/
http://www.publicdomainregistry.com
https://icann.org/ep
mailto:gdpr-masking@gdpr-masked.com
mailto:contact@publicdomainregistrv.com
http://wdprs.intemic.net/
http://www.publicdomainregistry.com
https://icann.org/ep


p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ED: Not Available From Registry
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

DAY-POST.COM Domain Name: DAY-POST.COM
Registry Domain ID: 2355017915_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-03-25T02:24:36Z 
Creation Date: 2019-01-24T01:45:15Z 
Registrar Registration Expiration Date: 2020-01- 
24T01:45.T5Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com 
Registry Admin ID: Not Available From Registry 
DNSSEC: Unsigned__________________________________
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Registrar Abuse Contact Email; abuse-
contact@,pub 1 i cdom ai nre gi stry .com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

DIALY-POST.COM Domain Name: DIALY-POST.COM
Registry Domain ID: 2355039478_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-03-26T02:16:33Z
Creation Date: 2019-01-24T06:13:15Z
Registrar Registration Expiration Date: 2020-01-
24T06:13:15Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name; GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext;
Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
Admin Name: GDPR Masked
Admin Organization: GDPR Masked
Admin Street: GDPR Masked GDPR Masked GDPR Maske
d
Admin City: GDPR Masked 
Admin State/Province: Sofia 
Admin Postal Code: GDPR Masked 
Admin Country: BG
Admin Phone: +GDPR Masked.GDPR Masked 
Admin Phone Ext:
Admin Fax: +GDPR Masked.GDPR Masked 
Admin Fax Ext:
Admin Email: gdpr-masking@gdpr-masked.com
Registry Tech ID: Not Available From Registry
Tech Name: GDPR Masked
Tech Organization: GDPR Masked
Tech Street; GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked_____________________________
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Tech State/Province: Sofia 
Tech Postal Code: GDPR Masked 
Tech Country: BG
Tech Phone: +GDPR Masked.GDPR Masked 
Tech Phone Ext:
Tech Fax: +GDPR Masked.GDPR Masked 
Tech Fax Ext:
Tech Email: gdpr-masking@,gdpr-masked.com
Name Server: ns31.cloudns.net
Name Server: ns32.cloudns.net
Name Server: ns33.cloudns.net
Name Server: ns34.cloudns.net
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@,publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/
»> Last update of WHOIS database: 2019-12- 
06T19:40:39Z «<

DOCUMENTVIEWINGCOM.COM Domain Name: DOCUMENTVIEWINGCOM.COM 
Registry Domain ID: 2371156518_D0MAIN_C0M-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-20T02:18:04Z 
Creation Date: 2019-03-20T07:29:34Z 
Registrar Registration Expiration Date: 2020-03- 
20T07:29:34Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#cIientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
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Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DOVVN-MAIL.COM Domain Name: dovvn-mail.com
Registry Domain ID: 2351678418_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date; 2019-04-26T14:07:21Z
Creation Date: 20I9-01-12T01:08:20Z
Registrar Registration Expiration Date: 2020-01-
12T01:08:19Z
Registrar: GMO INTERNET, INC.
Registrar LANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone: +81.337709199 
Domain Status: ok https://icann.0rg/epp#0k 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Yoichi Shimada 
Registrant Organization: Personal 
Registrant Street: 1-1301 Saburomaru 
Registrant City: Fukui-shi 
Registrant State/Province: Fukui 
Registrant Postal Code: 910-0033 
Registrant Country: JP 
Registrant Phone: +81.776281905 
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: pigcoin2020@hotmail.com 
Registry Admin ID; Not Available From Registry 
Name Server: ns4.value-domain.com 
Name Server: ns5.value-domain.com 
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.internic.net/ 

DOWN-ERROR.COM Domain Name: DOWN-ERROR.COM
Registry Domain ID: 2364422957_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL; www.publicdomainregistry.com
Updated Date: 2019-04-28T02:17:57Z
Creation Date: 2019-02-27T02:08:59Z
Registrar Registration Expiration Date: 2020-02-
27T02:08:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry 
Registrant Name: Seung Hak Hyun
Registrant Organization:______________________________
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Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul
Registrant City: Seoul-si
Registrant State/Province: Seoul
Registrant Postal Code: 07954
Registrant Country: KR
Registrant Phone: -1-82.1034070909
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: minchurl@daum.net
DNS SEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: -tl.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

DRIVECHECKINGCOM.COM Domain Name: DRIVECHECKINGCOM.COM 
Registry Domain ID: 2371156505_DOMAIN__COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-20T02:18:04Z 
Creation Date: 2019-03-20T07:29:25Z 
Registrar Registration Expiration Date: 2020-03- 
20T07:29:25Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -tGDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: 4-GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@,gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: -tl.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: httr)://wdprs.intemic.net/

ENCODINGMAIL.COM Domain Name: ENCODINGMAIL.COM
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Registry Domain ID: 2371156520_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-05-20T02:18:04Z 
Creation Date: 2019-03-20T07:29:42Z 
Registrar Registration Expiration Date: 2020-03- 
20T07:29:42Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -hGDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: -i-GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

FILES-DOWNLOAD.NET Domain Name: FILES-DOWNLOAD.NET 
Registry Domain ID: 2333962375_DOMAIN_NET-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-11-18T12:18:49Z 
Creation Date: 2018-11 -18T11:35:37Z 
Registrar Registration Expiration Date: 2019-11- 
18T11:35:37Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status; clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp 
#clientUpdateProhibited
Domain Status: clientDeleteProhibited https://icann.Org/epp# 
clientDeleteProhibited
Domain Status: clientHold https://icann.0rg/epp#clientH0ld 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Seung Hak Hyun_____________________
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Registrant Organization:
Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul
Registrant City: Seoul-si
Registrant State/Province: Seoul
Registrant Postal Code: 07954
Registrant Country: KR
Registrant Phone: +82.1034070909
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: minchurl@daum.net
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

FILINVESTMENT.COM Domain Name: FILINVESTMENT.COM 
Registry Domain ID: 2407516177_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-08-29T02:16:03Z 
Creation Date: 2019-06-29T08:08:05Z 
Registrar Registration Expiration Date: 2020-06- 
29T08:08:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icanjn.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@,gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/____________________________
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FIXCOOL.NET Domain Name: FEXCOOL.NET
Registry Domain ID: 2355017889_DOMAIN_NET-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-03-25T02:24:36Z 
Creation Date: 2019-01-24T01:45:06Z 
Registrar Registration Expiration Date: 2020-01- 
24T01:45:06Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: -tGDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.coin
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FOLDERSHARED4G.COM Domain Name: FOLDERSHARED4G.COM 
Registry Domain ID: 2364425141_DOMAD4_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com 
Updated Date: 2019-04-29T02:17:29Z 
Creation Date: 2019-02-27T02:32:05Z 
Registrar Registration Expiration Date: 2020-02- 
27T02:32:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked________________________
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Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-maskingfgjgdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

GOLANGAPIS.COM Domain Name: GOLANGAPIS.COM
Registry Domain ID: 2424454473_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-10-18T02:16:44Z
Creation Date: 2019-08-18T13:41:05Z
Registrar Registration Expiration Date: 2020-08-
18T13:41:05Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icarm.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@pub 1 i cdom ainre gi stry .com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

HANRNAII.NET Domain Name: HANRNAII.NET 
Registry Domain ID: 2398449268_DOMAIN_NET-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: www.publicdomainregistry.com_________
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Updated Date: 2019-08-04T02:16;00Z 
Creation Date: 2019-06-04T07:06:01Z 
Registrar Registration Expiration Date: 2020-06- 
04T07:06:01Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song
Registrant Organization: MobileProtect
Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si
Registrant State/Province: Gyeongsangbuk-do
Registrant Postal Code: 38492
Registrant Country: KR
Registrant Phone: +82.01033988890
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: bitcoinQ24@,hanmail.net
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

LH-LOGINS.COM Domain Name: Ih-logins.com
Registry Domain ID: 2373974648_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T21:03:43Z
Creation Date: 2019-03-28T02:44:57Z
Registrar Registration Expiration Date: 2020-03-
28T02:44:59Z
Registrar: GMO INTERNET, INC.
Registrar LANA ID: 49
Registrar Abuse Contact Email: abuse@,gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: seiji yoshida
Registrant Organization: Personal
Registrant Street: 4-19-13 Honcho
Registrant City: Koganei-shi
Registrant State/Province: Tokyo
Registrant Postal Code: 184-0004
Registrant Country: JP
Registrant Phone: +81.423836587
Registrant Phone Ext:_________________
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Registrant Fax:
Registrant Fax Ext:
Registrant Email: infornail.noreplv@gmaiLcoiTi 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting 
m: http://wdprs.internic.net/

Syste

LOGIN-USE.COM Domain Name: login-use.com
Registry Domain ID: 2360933302_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 20I9-08-30TI7:27:I9Z
Creation Date: 2019-02-I5T07:55:51Z
Registrar Registration Expiration Date: 2020-02-
I5T07:55:50Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: naoki yamada
Registrant Organization: Personal
Registrant Street: 4-32 Nishirokugo
Registrant City: Ota-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 144-0056
Registrant Country: JP
Registrant Phone: +81.337396567
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: satoshiman0088@gmail.com 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.internic.net/

MAIL-DOWN.COM Domain Name: mail-down.com
Registry Domain ID: 2372526472_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T20:07:38Z
Creation Date: 2019-03-24T08:07:25Z
Registrar Registration Expiration Date: 2020-03-
24T08:07:25Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone: +81.337709199 
Domain Status: ok https://icann.0rg/epp#0k 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Hideo Suzuki________________________
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Registrant Organization: Personal 
Registrant Street: 2-1-1 Kasumigaseki 
Registrant City: Chiyoda-ku 
Registrant State/Province: Tokyo 
Registrant Postal Code: 100-8919 
Registrant Country: JP 
Registrant Phone: -^81.583291212 
Registrant Fax: +81.583291212 
Registrant Email: iiahuzong@hotmail.com 
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.inten'iic.net/

MATMIHO.COM Domain Name: matmiho.com
Registry Domain ID: 2351675618_D0MAIN_C0M-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
UpdatedDate: 2019-08-30T17:11:46Z
Creation Date: 2019-01-12T00:15:13Z
Registrar Registration Expiration Date: 2020-01-
12T00:15:13Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada
Registrant Organization: Personal
Registrant Street: 1-1301 Saburomaru
Registrant City: Fukui-shi
Registrant State/Province: Fukui
Registrant Postal Code: 910-0033
Registrant Country: JP
Registrant Phone: +81.776281905
Registrant Email: pigcoin2020@hotmail.com
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.internic.net/

MIHOMAT.COM Domain Name: mihomat.com
Registry Domain ID: 2351696124_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T20:11:18Z
Creation Date: 2019-01-12T06:21:43Z
Registrar Registration Expiration Date: 2020-01-
12T06:21:43Z
Registrar: GMO INTERNET, INC.
Registrar IAN A ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone: +81.337709199__________
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Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Humitakai Miyazaki
Registrant Organization: Personal
Registrant Street: 1-29 Nakaikegami
Registrant City: Ota-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 146-0081
Registrant Country: JP
Registrant Phone: -1-81.337532788
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: wusongha03@gmail.com 
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

NATWPERSONAL-ONLINE.COM Domain name: natwpersonal-online.com
Registry Domain ID: 2339I42224_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 2018-12-02Ti6:45:07.00Z
Creation Date: 2018-I2-02T16:45:07.00Z
Registrar Registration Expiration Date: 2019-12-
02T16:45:07.00Z
Registrar: NAMECHEAP INC
Registrar LANA ID: 1068
Registrar Abuse Contact Email: abuse@namecheap.com 
Registrar Abuse Contact Phone: -U.6613102107 
Reseller: NAMECHEAP INC
Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registry Registrant ID:
Registrant Name: WhoisGuard Protected 
Registrant Organization: WhoisGuard, Inc.
Registrant Street: P.O. Box 0823-03411 
Registrant City: Panama 
Registrant State/Province: Panama 
Registrant Postal Code:
Registrant Country: PA 
Registrant Phone: -t-507.8365503 
Registrant Phone Ext:
Registrant Fax: +51.17057182 
Registrant Fax Ext:
Registrant Email: 23f30d8e5ab4439fbl5be24a7delffb8.prot 
ect@whoisguard.com
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/

NIDLOGIN.COM Domain Name: NIDLOGIN.COM
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Registry Domain ID: 2383779690_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: wvvw.publicdomainregistry.com 
Updated Date: 2019-06-24T02:17:19Z 
Creation Date: 2019-04-24T08:00:08Z 
Registrar Registration Expiration Date: 2020-04- 
24T08:00:08Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: -tGDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

NID-LOGIN.COM Domain Name: NID-LOGIN.COM
Registry Domain ID: 2425705667_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-10-21T02:19:07Z
Creation Date: 2019-08-22T01:51:04Z
Registrar Registration Expiration Date: 2020-08-
22T01:51:04Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar lANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked
Registrant State/Province: Sofia______________________
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Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@,gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http:/@'dprs.intemic.net/

NIDLOGON.COM Domain Name: NIDLOGON.COM
Registry Domain ID: 2408923714_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2019-09-01X02:18:08Z
Creation Date: 2019-07-03T00:55:07Z
Registrar Registration Expiration Date: 2020-07-
03T00:55:07Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com 
Registrar LANA ID: 303
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked
Registrant Organization: GDPR Masked
Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked
Registrant City: GDPR Masked 
Registrant State/Province: Sofia 
Registrant Postal Code: GDPR Masked 
Registrant Country: BG
Registrant Phone: +GDPR Masked.GDPR Masked 
Registrant Phone Ext:
Registrant Fax: +GDPR Masked.GDPR Masked 
Registrant Fax Ext:
Registrant Email: gdpr-masking@,gdpr-masked.com
DNSSEC: Unsigned
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.intemic.net/

DROG-SERVICE.COM Domain Name: drog-service.com
Registry Domain ID: 2354166742_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.discount-domain.com 
Registrar URL: http://www.onamae.com________________
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Updated Date: 2019-08-22T10:38:00Z 
Creation Date: 2019-01 -21T06:54:1IZ 
Registrar Registration Expiration Date: 2020-01- 
21T06:54:10Z
Registrar: GMO INTERNET, INC.
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.0rg/epp#0k
Registry Registrant ID: Not Available From Registry
Registrant Name: Youichi Takagi
Registrant Organization: Tokyo University
Registrant Street: 5-42-3 Kamitakada
Registrant City: Nakano-ku
Registrant State/Province: Tokyo
Registrant Postal Code: 164-0002
Registrant Country: IP
Registrant Phone: +81.333883756
Registrant Email: okonoki masao@vahoo.co.ip
DNS SEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting Syste 
m: http://wdprs.intemic.net/ ______________________

.CLUB DOMAINS

Registry
.Club Domains, LLC 
100 SE 3rd Ave. Suite 1310 
Fort Lauderdale, FL 33394 
United States

PDECEVIEW.CLUB Domain Name: pieceview.club 
Registry Domain ID: D16836326510B489DBF551C195196 
1BB4-NSR
Registrar WHOIS Server: whois.discount-domain.com 
Registrar URL: whois.discount-domain.com 
Updated Date: 2019-08-30T11:13:29Z 
Creation Date: 2019-06-01T01:45:48Z 
Registry Expiry Date: 2020-06-01 TO 1:45:48Z 
Registrar: GMO Internet, Inc. d/b/a Onamae.com 
Registrar lANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone:
Domain Status: clientHold https://icarm.0rg/epp#clientH0ld 
Registrant Organization: Personal 
Registrant State/Province: Kumamoto 
Registrant Country: IP
Registrant Email: Please query the HDDS service of the Regi 
strar of Record identified in this output for information on ho
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w to contact the Registrant, Admin, or Tech contact of the qu 
eried domain name.
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: http 
s://wv'/v>'.icann.org/wicf/____________________________

.INFO. .MOBI DOMAINS

Registry 
Afilias, Inc.
300 Welsh Road 
Building 3, Suite 105 
Horsham, PA 19044 
United States

MAIl.INFO Domain Name: MAIl .INFO
Registry Domain ID: D503300000533250566-LRMS
Registrar WHOIS Server:
Registrar URL: www.onamae.com 
Updated Date: 2019-08-30T11:13:25Z 
Creation Date: 2019-01-31T01:36:44Z 
Registry Expiry Date: 2020-01-3ITOl :36:44Z 
Registrar Registration Expiration Date:
Registrar: GMO Internet, Inc. d/b/a Onamae.com 
Registrar LANA ID: 49
Registrar Abuse Contact Email: abuse@gmo.ip 
Registrar Abuse Contact Phone: +81.337709199 
Reseller:
Domain Status: ok https://icann.0rg/epp#0k 
Registrant Organization: Personal 
Registrant State/Province: Tokyo 
Registrant Country: JP
Name Server: NS4.VALUE-DOMAIN.COM 
Name Server: NS5.VALUE-DOMAIN.COM 
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Forni is htt 
ps://v>wV'^icann.org/wicf/

The Registrar of Record identified in this output may have an 
RDDS service that can be queried for additional information 
on how to contact the Registrant, Admin, or Tech contact of 

the queried domain name.
COM-SERVICEROUND.INEO Domain Name: COM-SERVICEROUND.INFO 

Registry Domain ID: D503300001182076279-LRMS 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: http://publicdomainregistry.com/whois 
Updated Date: 2019-11-08T03:24:08Z 
Creation Date: 2019-10-24T00:42:07Z 
Registry Expiry Date: 2020-10-24T00:42:07Z 
Registrar Registration Expiration Date:_______________
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Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar lANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
Reseller:
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited
Registrant Organization: GDPR Masked
Registrant State/Province: GDPR Masked
Registrant Country: US
Name Server: NSl.VERIFICATION-HOLD.SUSPENDED- 
DOMAIN.COM
Name Server: NS2.VERIFICATI0N-H0LD.SUSPENDED-
DOMAIN.COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form is htt 
ps://www. icann.org/wicf/

The Registrar of Record identified in this output may have an 
RODS service that can be queried for additional information 
on how to contact the Registrant, Admin, or Tech contact of 

the queried domain name.
REVmWER.MOBI Domain Name: REVIEWER.MOBI 

Registry Domain ID: D503300001182I51603-LRMS 
Registrar WHOIS Server: whois.publicdomainregistry.com 
Registrar URL: http://publicdomainregistry.com/whois 
Updated Date: 2019-12-03T23:47:23Z 
Creation Date: 2019-11 -01T08:32:15Z 
Registry Expiry Date: 2020-11-01 T08:32:15Z 
Registrar Registration Expiration Date:
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar LANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@publicdomainregistrv.com
Registrar Abuse Contact Phone: +1.2013775952
Reseller:
Domain Status: clientTransferProhibited https://icann.org/ep 
p#clientTransferProhibited
Domain Status: serverHold https://icann.0rg/epp#serverH0ld
Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited
Registrant Organization: GDPR Masked
Registrant State/Province: GDPR Masked
Registrant Country: US
Name Server: NS31.CL0UDNS.NET
Name Server: NS32.CLOUDNS.NET
Name Server: NS33.CLOUDNS.NET
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Name Server: NS34.CLOUDNS.NET 
DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form is htt 
ps://wv\AV. icann.org/wicf/
The Registrar of Record identified in this output may have an 
RDDS service that can be queried for additional information 
on how to contact the Registrant, Admin, or Tech contact of 

the queried domain name.___________________________
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EXHIBIT 11 



.. Case l:20-cv-00502-LO-MSN *SEALED* Document 15 (Ex Parte) Filed 05/01/20 Page 1 of
26 PagelD# 429

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

SOPHOS LIMITED, a United Kingdom
limited company, and SOPHOS INC., a
Massachusetts corporation,

PlaintifTs,

V.

JOHN DOES 1-2,

Defendants.

Civil Action No: j '

FILED UNDER SEAL PURSUANT TO

LOCAL RULE 5

TEMPORARY RESTRAINING ORDER AND

ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

PlaintifTs Sophos Limited and Sophos Inc. (collectively, "Sophos") have filed a

complaint for injunctive and other relief pursuant to: (I) the Computer Fraud and Abuse Act, 18

U.S.C. § 1030; (2) Trademark Infringement under the Lanham Act, IS U.S.C. § II14 eiseq.-, (3)

False Designation of Origin under the Lanham Act, IS U.S.C. § 112S(a); (4) Trademark Dilution

under the Lanham Act, IS U.S.C. § 112S(e); and (S) Unjust Enrichment. Sophos has moved ex

pane for an emergency temporary restraining order and an order to show cause why o

preliminary injunction should not be granted pursuant to Rule 6S(b) of the Federal Rules of Civil

Procedure, 15 U.S.C. § inti(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Sophos's Ex Pane Application for an Emergency Temporary Restraining Order and Order to

Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact
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